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Abstract

Risk management is becoming increasingly under the spot light in most
businesses in the world. The good reputation of any organization or
company is an important factor for success not only with customers but
also with investors, business partners, and employees. Any business will

exposure to a diverse range and different kinds of risks.

In this study, the researcher had explored related topics to risk and risk
management. At the same time, the corresponding literature about that had
been reviewed. After that, the researcher studied various types of Risks that
affect Palestinian mobile communication companies and also, the world
practices that manage the risk. Based on what the researcher had got from
his study, he started practically to recognize the existing risk management
strategies and procedures used in mobile communication companies in
Palestine. The problem statement of this study was how to develop a model
to control and manage associated risks within Palestinian wireless
communication companies especially in a strong and dynamic competitive

environment under Israeli occupation.
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The study includes a mixed approach of research; semi structured
interviews and questionnaires to study current risk management practice in
Palestinian wireless operators. Interviews with experts in wireless
communication field from Palestine were to understand and know from
their experience about current activities that followed in managing risks;
while questionnaires were to understand customers' requirements and their

satisfaction level.

After analyzing the data, the researcher found that Palestinian wireless
companies have in-house risk management activities. However, these
activities are still immature. The benefit from all of previous issues is the
development of a comprehensive model for risk management that suits the
environment of Palestinian mobile communication companies. This
outcome was the researcher's main goal. In this research, Jawwal and
Wataniya were considered as a case study. This research is the first study of
its kind in the wireless communication companies in Palestine and it
highlighted the importance of risk management's process reviewing and
periodically updating, database with professional documentation, effective
customer feedback and applying related training courses for their
employees. This Model will sustain competitive advantages and growth for

these companies.
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Chapter One
Introduction
1.0 Overview:

The growth of mobile communications field during the past 15 years
has been tremendous. Nowadays, in many parts of the world, practically
everyone has a mobile phone. This development has come about thanks to
the continuous improvement and enhancement for mobile products,
networks and services, which all of them increased the number of people
using mobiles to have an easy life and to benefit from wireless voice and
data communications anywhere and anytime. However, as many other new
and rapidly growing technologies, studying risk management represents an
important issue when developing a business basement of mobile
communication [1]. In this research, various types of the risk that may face
wireless communication field had been studied by the researcher who
explored the existing and available theories that define the risk and identify
different types of risk that may affect this business. Also, risk management
and the world practices that manage the risk will be explored. Many
reasons encouraged the researcher to deal with this topic. One of these
main reasons is the difficult environment that people live in Palestine

which is known as an unstable one.

Palestine is an unstable region since a long time ago and witnessed

many crises and wars during its history. The cumulative results of these



crises established an unstable environment that affected all aspects of life
including economy as one of the main affected aspects. Economy in the
Palestinian territories is going through crucial and difficult experiences that
need to be treated directly by official ways. Thus, some strategic, short
term plans and policies are required to be formed and some of correction
actions are to be taken [2]. The Palestinian private sector was the only
player in economic development during the absence of a national economic
regulator. The main role of the Palestinian private sector has been
established and formed by the private initiatives and investments that were
responding to the local market requirements. This relationship between
local market requirements and private sector investment created the core of
a national economy. But with the absence of a national regulator, the
Palestinian economy has been formed and grown without efficient efforts.
Thus as a result, there are some oversaturated areas while others depend on

imports to compensate for the shortage [3].

Although, Palestinian National Authority has many efforts to
develop the national economy after its establishment in 1994; The
Palestinian economy is still facing many problems and risk factors such as
a difficult and an unstable environment and hard competition with Israeli
and foreign suppliers [2]. Continuous evolution of threat, challenges and
opportunities facing mobile operators worldwide are driving ongoing

change in the business's risk strategies. So, they must ensure that their



understanding and management of risk keep pace during developing and

implementing their strategies to sustain and create their value [1].

In Palestine, and due to difficult economical and political
environments, risk associated with the investment is amplified. During the
last decade, the Palestinian economy faced a wide business closure, due to
the circumstances resulted during the second uprising "Intifada". However,
the exceptional and difficult circumstances are not the only reason or driver
of business Risk. There are many other reasons of risk such as managerial,
economical, and financial factors...etc whose effect is inflated by the
exceptional environment in Palestine. The mobile operators are considered
as one of the main field of private sectors which affect the local market and
national economy [2]. The ability of any company to capitalize its
opportunities depends critically on its ability to understand and manage
risk. Without effective risk management, no growth strategy will be truly

sustainable [4].

1.2 Theoretical Background:

It is known very well nowadays that communication field is changed
rapidly and changes of the market have increased types of service offered
in the mobile market, in which the customer satisfaction issue is critical.
Customer retention and attracting new customers have become urgent and
timely concerns in wireless communication market because technology and

mobile network penetration have both increased worldwide [5]. The service



which is offered must be produced with a high quality service because the
quality factor is regarded as one of the few factors of service differentiation
and competitive advantage which attracts new customers and contributes to

the market share and that it is an important issue for customer retention [6].

It has been argued that service excellence enhances customers’
inclination to buy more and again, to buy other services, to become less

price sensitive, and to tell others about their positive experiences [7].

Mobile operators should focus more on satisfying current customers
to prevent them from switching or being attracted by other operators for
two main reasons. First, it costs operators a huge amount of money, time,
and efforts to attract customers. For example, wireless operators need to
advertise mobile offerings to target customers and stimulate them to be
involved in a relationship with the mobile operator. Second, in general,
mobile operators do good business and generate relatively high revenue
through selling different products and services to both current customers
and new ones [5]. Based on what has been discussed, it is realized that
those wireless operators must deal with the risk and all factors that may act
as a main risk in mobile communication field. Risk Management is
required in many disciplines. Risk can be summarized as the combination
of the probability of an event and its consequences. At any business, there
1s a potential for activities and outcomes that represent opportunities for
benefit or threats to success [8]. Risk Management is increasingly

recognized as being concerned with both aspects of the risk (positively and



negatively). Risk management is considered as an important topic during
strategic management process of any organization. It is the process
whereby top management identifies associated risks to their activities with
the goal of achieving required benefit from each activity and integrated

benefits from all business's activities [9].

1.3 Problem Statements:

Mobile communication services are changed rapidly and this fact
enforces most of operators to grow up and to match these services to finally
satisfy customer's need and to keep their standing up among crowd. Being
less responsive to these rapid changes would probably be a main reason of

customers' losing and detrimental to the company's market share [5, 10].

In Palestine, we have two-operators (Jawwal and Wataniya) that
share Palestinian market. After the second operator (Wataniya) had started
to provide its services, customer retention became the main goal for the two

companies to maintain their market share.

If they don't consider good strategies to achieve that, they will be
under the pressure of customers' losing risk. Because of that, effective Risk
Management is a vital issue for both of them especially for Jawwal that has

lost some of its customers due to the second operator's competition.

The result of customers' losing or switching could be a harmful

matter on revenues and service continuity. Therefore, to control this risk



especially in a strong and dynamic competitive environment, service
providers respond to consumers' switching cost by developing some related
strategies. More importantly, time is found to be a kernel factor that
influences customers’ switching costs and lock-in [11]. They must do the
best to gain the customers especially in very difficult environmental
conditions. This can be achieved by an effective development of the risk

management approach which will be the main result of this research.

1.4 Research Question:

How to manage effectively risks in Palestinian wireless

communication companies?

1.5 Research Goal:

The main goal of this research is to develop a risk management
model for the Mobile Communications in Palestine, when viewed from a

business perspective.

1.6 Research Objectives:

The researcher's main aim from his study is to build up a
comprehensive risk management model for mobile communication
companies in Palestine, where many companies are still failing to focus
sufficient attention and action on this topic of risk management [3]. To

achieve this main goal, the following objectives will be achieved:



o To explore relevant existing theories and approaches related to risk
and risk management and control, as they affect mobile businesses in

general.

. To study and analyze the main risks that face the mobile companies

in Palestine involving some of the following:

- Immaturity of Customer's loyalty.

- Constraints of New technology providing.

- Difficult Environment conditions.

J To study and then assess the existing risk management practices in
Palestinian communication companies. In this research Jawwal and

Wataniya have been considered as a case study.

1.7 Research Outcomes:

The main expected outcomes of this research are:

. Defining the main types of risks that face the Palestinian mobile
communication business.

o Recognizing the risk management practices related to the mobile
communication business.

o Understanding current risk management approach in Palestinian
mobile communication companies.

. Enhancing risk management practice in Palestinian mobile

communication companies based on research outcomes.



o Realizing the main goal of the research which is providing an
effective and a comprehensive risk management model that suits

Palestinian wireless operators.

So, the importance of this research is the application of valuable
outcome that mobile communication companies will gain from this
research which is a comprehensive and developed model for risk

management in mobile communication companies in Palestine.

1.8 Research Methodology:

Methodology of any research describes how the research will be
conducted in terms of data collection and the ensuing analysis and then

how the outcomes and results will be presented and communicated.

The researcher has conducted his research based on the following

methodology.

The main sources to collect data will be a literature review, semi
structured interviews and empirical survey. The main aim of literature
review 1s to establish what previous researches have been conducted
concerning the risk associated with mobile communication, to examine
existing risk management models and to find out what authors have written

about this topic of risk and risk management.

Qualitative and quantitative approaches will be applied in this

research. The empirical survey will be addressed under the following
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headings: Survey's objectives, design of questionnaire, survey and
analytical methods. The objective of the survey and semi structured
interviews 1s to extract from the respondents the information we need to

build the research's results based on it.

1.9 Thesis Structures:

This thesis contains seven chapters including this introduction
Chapter. Chapter two contains basic information about risk and risk
management. Moreover, it explores many types of risks with some models
for managing them. It will build the ground work for the remaining
chapters. After understanding general and fundamental concepts of risk and
risk management, chapter three, will provide some of main risk's factors
which may affect mobile communication companies like immaturity in the
customer's loyalty, technology constrains and an unstable environment
conditions especially in Palestine. The methodology of this research will be
explained in chapter four beside the tools that will be used during the data
collection. Data design and structure will be prepared based on what have

been reviewed in the literature and existing theories.

At chapters five and six; the collected data will be analysed and
discussed. Results and conclusions with the recommendations will be
provided at the final chapter which is number seven. The main outcome
from all of that will be the development model of the risk management for

mobile communication in Palestine. Thus the discussion of the future work
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and possible additional consideration for this research will also be given
together with the conclusion and recommendations at the end of this
research in chapter seven. The outline of the thesis has summarised its
structure and the way in which the research's problem has been investigated

and identified. Thesis structures can be shown in figure 1.

Figure (1): Thesis Outline.
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Chapter Two
Risk Management
2.0  Overview:

Risk Management is required in many disciplines. There is no
specific risk management model dedicated to either industry or business.
Rather each of them must adopt its own model. In this chapter, risk and risk
management will be defined. Initial planning requires that the risk should
be identified. Once identified, a risk level is applied. After that the process
and activities of risk management will be explained. Moreover, many
models for risk management will be presented in details. Types of risks and

ways to deal with them will be addressed in this chapter.
2.1 WhatIs Risk?

Risk can be defined as the combination of the likelihood and
consequences of an event. At any project or task, there is the potential for
opportunities for benefit or threats to success [8]. However, risk is inherent
in everything the organisation does. In many of the activities that the
organisation does, it is something that we currently manage and control in
different ways [12]. Risk is defined by Australia/New Zealand Standard for
Risk Management (AS/NZS 4360:2004) as the possible impact of
something happens on the objectives. Risk can be considered as a chance to

either make a loss or a gain [13].
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Other researchers describe risk as an assessment of the likelihood of
some adverse event happening and the likely consequences of this event.
Risk is integrated in the process and activities of the organisation and its
service providers. The consequences of an adverse event may include an
inability to match customer and stakeholder requirements, financial loss,
political barriers, legal problems, operational disruption, and so on, it is
important that management procedures, policies and practices are in place

to minimize the organization’s exposure to risk [14].

The researcher agrees with the above comprehensive and complete
definition of the risk. Simply, Risk is the possibility of incurring a loss.
Some authors considered the business's mission when they provided their
definition of the risk, so they defined it to be virtually anything that

threatens or limits the ability of the business to achieve its mission.

Thus, risk can be defined as unexpected or unpredictable events such
as loss of money through theft. Risk has the potential to damage the
business, make it to pay cost, or in a worst case or scenario, cause it to be

closed [15].

2.2 Types of Risk:

Generally, any business or company has exposure to a diverse range
and to different types of risks. All of these types of risks can be classified

in the following categories: [15]
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° Economic and non-economic risks.
4 Economic risk which can result in financial loss.

P  Non-economic risk as Personal risk which can result in

personal losses such as the health and personal well-being.
o Pure and speculative risks

»  Pure risk is a risk that presents the chance of loss but no
opportunity for gain. A very bad Weather is an example about

that.

»  Speculative risk offers the chance either to gain or to lose such

as investing in a new business or stock market.
o Controllable and uncontrollable risks

» A controllable risk is the risk that you can reduce or eliminate
by your actions, like protecting yourself from theft by adding

security systems.

»  Uncontrollable risk is the risk that cannot be reduced by your

actions such as Hailstorm.
° Insurable and uninsurable risks.

Any business may have exposure to a diverse range of risks. This

exposure includes professional risks, risks to our customers, stakeholders
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and community services, political and legal risks, commercial risks, and

risks associated with competition [12].

2.3 Possible Ways to Deal with Risk:

To face the risk in any business, companies can deal with it by one of

the following four possible ways: [15]

° Avoid the risk.

. Transfer the risk.

o Mitigate the risk.

° Assume the risk.

Some explanations about each of them are shown in table 1:

Table (1): Four possible ways to deal with risk [15]

Method Activity

Avoid Choose not to be in the risky activity.

Transfer Find another business to finish and complete the activity.
Mitigate Take responsibility to eliminate the source of risk.
Assume Complete the activity with full responsibility.

However, there is no integrated, formalised, and visible process to
identify risk exposures across all actions or process and to provide an

assurance that these exposures are controlled efficiently and any gaps are
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rectified. The aim is to achieve best practice in controlling all risks to
which the organisation is exposed. That can be achieved by identifying
priority exposures, integrating appropriate risk management process and
strategies into the business, monitoring and reviewing ongoing risk to
account for changes in operations process and to enable us to provide very
good decisions on risk controls [16]. More details about risk handling

strategies will be explained in section 2.5.

2.4 WhatIs Risk Management?

Risk management is increasingly recognized as being concerned
with both positive and negative aspects of the risk. Risk management is
considered as a main issue during strategic management process of any
organization. It is the process whereby organizations methodically address
the risks associated to their activities with the goal of achieving sustained
benefit within each activity and integrated benefit from all business's
activities. The focus of good risk management is the identification and
treatment of these risks. Its objective is to add maximum sustainable value
to all the activities of the organization. It must be integrated into the
culture among all staff in the organization with an effective policy and to
be led by the most senior management. The strategy of risk management
must be translated into tactical and operational objectives, and to give
responsibility throughout the organization with each manager and
employee responsible for the management of risk as part of their job

description [8]. Other researchers define the risk management as the
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discipline or system required to minimize the impact and cost to the
organization, in dealing with risks to which we are exposed, in a manner
consistent with gaining our business goals [15]. The organization's risk
management policy statement sets out objectives for, and attitude to,
managing risk. It is the reference paper by which all decisions in the
handling of risk will be tested. While "Risk Management Plan" sets out
how the organization’s risk management policy will be achieved. The
development of framework for risk management in the organization is
summarized in Figure 2. This risk management approach and process are
based on what is outlined by the Australian Standard for risk management,

AS/NZS 4360:1999 [12].
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Based on the previous figure; the researcher concludes that, risk
management includes activities of systematic thinking about all possible
risks, problems or disasters before they occur, and to set up procedures that
will avoid the risk, or reduce its effects, or cope with its impact. It is
basically to have a process where you can identify the risk with setting up a
strategy to control or deal with it. It 1s also about making a realistic
evaluation of the true level of risk [15]. Thus, Risk management is the
process of applying suitable management controls to minimize the impacts
of risk to an acceptable level. The principles of risk management can be
directed both to control adverse outcomes with limiting them and achieving
desirable ones. The process involves identifying, analyzing, evaluating,
treating and monitoring risk in all levels and sections of the business [17].
Risk management is a main part of improving the business and services to
be a leading one. It is a continuous process requiring awareness and
proactive process from all the Organization’s employees and outsourced
service providers to limit and reduce the possibility and impact of accidents
and losses, whether caused by the Organization or externally [12]. Also,
Risk Management as other writers said about its activities, that involves
adopting and applying a systematic process to identify, analyse, evaluate,
control and monitor risk; Thus it will be reduced and maintained within an
acceptable level. Risk Management is a business tool and a part of good

management and good planning processes [7].
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The main goal is to get best practice in controlling all the risks to
which a company is exposed. To succeed in this goal, risk management
standards must be created, maintained and improved in continuous basis.
This will involve risk identification and risk assessment linked to practical
and cost-effective risk control measures commensurate with the business
[16]. An important and valid point to be taken into consideration, which is;
The outcome of future events, whose exact outcome is unknown, must be
concerned within risk management activities and to plan how to deal with
these uncertainties. In general, outcomes are categorized as desirable or
undesirable, and risk management is the art and science of planning,
identifying, analyzing, treating, and monitoring future events to ensure
desirable outcomes [14]. Thus, a good risk management process is
proactive in nature and is not like crisis management process or problem

solving, which is reactive [15].

Based on previous discussion, the researcher can summarize the
definition of the risk management to be the act or practice of dealing with
risk. It involves issues of risk identifying, analyzing, developing process of
risk handling options and monitoring, to determine if and how risks have
changed. Documenting risk management process is an important issue that
will be explained in the next section. However, there 1s no way that we can
eliminate all of the risks entirely, so we have to accept some levels of risk

and learn to manage it.
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2.5 Risk Management Process and activities:

Risk management is a core responsibility for all managers in all
different sections in any business. Risk management can be considered as a
process of identifying potential risk events and quantifying these in terms
of probability of occurrence and its effects on business. Therefore, risk
management activities cover risk evaluation, risk reaction development and
risk strategy or control with risk identification [8]. Mature risk management
activities will be properly integrated into the business planning process,
operations and the management of your contractors and service providers.

The scope of these activities will encompass: [12]

J Risk management training for all employees in different levels.

o Developing risk management standards.

o Cooperating in surveys for identifying and reducing risks.

. Improving risk control scheduling and helping to prioritise it in each

of the Organisation’s units.

o Reporting to the top management in the organisation on risk

improvement and its compliance.

The effective management of risk enables you to maximize
opportunities and achieve your objectives and outputs. Managing risk helps

your organization to achieve its potential with the least interference from a
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risk eventuating [13]. Thus, effective risk management requires a good
reporting and review structure to ensure that risks are properly identified
and assessed and that suitable controls and responses are in place.
Depending on the size of the organization, the risk management function
may vary in range from a single risk champion, a part time risk manager, to

a full scale risk management directorate.

Roles of the risk management function include the following: [8]

J Having policy and strategy for risk management.

o Key person response for risk management at both of strategic and

operational level.

o Building a culture within the company by appropriate education

about risk management.

o Having and developing internal risk strategy and structures for all

business levels.

o Establishing and assessing processes for risk management.

o Coordinating the multi different functional activities which advise on

risk management issues in the company.

o Updating risk response processes, with contingency plans.

o Preparing reports on risk for the company's executive.
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The above steps are summarized in figure 3 below.

The [_}rg-anisatinn‘s
Strategic Objectives

Risk Assessment
Risk Analysis
Risk [dentification
Risk Description
Risk Estimation

Risk Evaluation .
Formal
Audit

Risk Reporting

Modification

['hreats and ( Jpportunities

Monitoring

Figure (3): The role of the Risk Management function [8]

Other researchers set the following steps to be involved in managing

risk as in figure 4 below.
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The Risk Management Process
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Figure (4): Involved steps in managing risk [13]
The steps involved in managing risk are explained in details as in the

following points: [13]
A- Establish Goals and Context

Top management must understand the context in which the company
or business operates to gain the effective risk management that will help to
define the parameters within which the risks to outputs need to be

monitored and then controlled [13]. The risk management context involves
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and defines goals and objectives of the organization to which the risk

management process is to be applied [18].

B- Identify risks

Identify the risks that most likely to impact the business outputs,
together with their sources and impacts. It is important to identify carefully
sources and impacts because the risk treatment strategies will be directed to

impacts as a reactive action and to sources as a preventive action [13].

Criteria for setting risk management priorities are shown as follows [12].

o Risks affecting the quality of performance or company's reputation.

o Risks affecting business relationships, its regulatory framework and

service delivery obligations.

o Risks affecting the performance of the company against strategic
priorities.
J Risks affecting the integrity of the company in general.

o Risks affecting the security, safety and health of the company's

visitors to its buildings or offices.
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C- Analyze risks

Define and list the existing controls that currently deal with the
identified risks and evaluate their effectiveness. Based on this evaluation,

analyze the risks in terms of probability and consequence [13].

Risk matrix can be used to assist in determining the level of
probability and consequence related to the risk and the current risk level.
By a risk matrix, the risk related to the various failure modes can be often
presented. Associated risk to failure mode is a function of the frequency of

the failure mode and the potential end severity of the failure mode [19].

The risk may be illustrated in a so-called risk matrix as in figure 5

below:

Frequency’ 3

CONEAgUENce Decasional
Catastrophic

I Accaptable - ondy ALARP actons consdarad

|:| Accaptabls - usa ALARP prnciple and consdar furthar investgations

I Mot acceptable - isk reducing measwnes regquinsd

» ALARP Means: As Low As Reasonably Practicable
Figure (5): Risk Matrix [19]
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Probability of a risk occurring can be broken into five different

categories:

Frequent-  Experienced continuously during the operation, occurs often.

Probable-  Experienced often, occurs several times during the operation.

Occasional- Experienced sometimes, occurs sometimes.

Remote- Possibly experienced, occurrence is remote.

Unlikely-  Improbable, not expected to occur

We break risk severity into four outcome categories:

Catastrophic- Death or permanent disability, major equipment damage.

Critical- Permanent partial disability, significant equipment damage.

Major- Minor injury lost workday, minor equipment damage.

Minor- First aid, little equipment damage.

There are various methods for determining the level of risk. It may
be evaluated and ranked using qualitative, semi-quantitative or quantitative

methods [13].
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Table (2): Risk analysis Methods [13]

Method Process
Qualitative Involves using specific descriptive metrics to
determine the extent of the consequences and the
probability of an event.

Semi- Involves assigning numbers to qualitative scales or

quantitative metrics to determine the extent of the consequences
and the probability of an event.

Quantitative Involves using numerical values to determine the

consequences and probability of events.

Usually, qualitative analysis is used when initiating a risk assessment
process to establish an indicator to the level of risk present. However these
measures should be adjusted to be suitable for the requirements of the risk

assessment that have currently been conducted [13].

D- Evaluate risks

At this stage, risk will be determined whether its impact level is
accepted or not. A person with the appropriate authority will take this
decision. Monitoring and periodically reviewing the risk that determined as
acceptable is a main issue to ensure it remains under control and accepted
level. An unacceptable risk should be treated. However, documenting
reasons of risk and its assessment is a useful activity to provide a record of
the thinking that led to the decisions. Future risk assessment will be helped

by this useful documentation.

E- Determine treatments for risks

Risk handling and treatment strategies involve:
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o Stopping the activity that generates risk (avoiding).

o Reducing the risk occurrence probability.

o Mitigating the risk.

o Transferring the risk, and

o Sharing the risk.

Costs and effective factors must be taken into account when we

select the preferred treatment options [13].

F- Monitor and report on the effectiveness of risk treatments

Monitoring the effectiveness of risk treatment options is required
from the relevant manager and he has the responsibility to identify new
risks as they arise and how to treat them accordingly [13]. Business risk
registers must be formally reviewed and updated annually as a part of the
planning process in the corporate. Although, in accordance with any
significant changes to activities or appointments; more regular reviews and
updates by Business, contract, project and program managers are
encouraged. These formal reviews will be concurrent with, and part of, the
business and budget planning process because of the complementary
between these two processes. These formal annual reviews will include:

[12]
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o Identifying all “high” and “medium” level risks across the business
as a whole through a summary ranking of risks by overall rating
level. The purpose of that is to ensure that all are accounted for in the
business broader planning and reviewing processes of its operations

and services.

o A statement of the business’s risk performance during the last year
showing the cost of risk, reduction in risk and the improvements
made in risk controls based on the risk treatment options that have

been done in accordance with the action Plans.

All of these processes (monitoring, review and updating of risk's list
and action plans) will be coordinated and managed by the business’s risk
management steering committee, in conjunction with internal audit, in line

with their responsibilities under this plan.

Another writer argues in his book that risk management process

must follow steps as below [16].

1. Risk Planning

Risk planning is the detailed statement of all actions for managing
the risk. It is the process to develop, improve and document a
comprehensive and interactive risk management strategy; determine ways
which by risk management strategy will be executed; and plan for required

resources. Risk planning is a continuous process that includes all risk
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management process, with activities to identify, analyze, control, monitor
and document the associated risk; the result will be the Risk Management

Plan (RMP).

Planning begins by providing risk management strategies with
documenting them. Early actions will be made to establish the objective
and assign responsibilities for some areas, describe the evaluation process
and procedures to follow up the controls options. RMP is considered as a
road map that tells the staff how to get from where the business is today to
where they want the business to be in the future. Providing the necessary
information is the key to writing a good RMP. By this information, the
business team will know the goals of the risk management activities.
Because RMP is a road map, it may be specific in some areas, such as the
assignment of responsibilities for special managers, and general in other

areas to allow each one of users to adopt their suitable way to proceed.

2. Risk Assessment

In this step, risk will be identified and analyzed to be then
controlled. Risk identification is the issue by which, managers can examine
the business functions in general and each critical technical process to
identify and document the associated risk. Risk analysis is a technical and
systematic process to examine the already identified risks, filter and isolate
their causes, determine the relationship between risks, and express the

impact in terms of probability and consequence of occurrence or failure.
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Risk assessment is an early step of risk management. It identifies,
analyzes and quantifies potential business hazard in terms of likelihood and
consequences, and possibly other considerations like time to impact. All
that is a key input to many subsequent risk management actions. Risk
assessment process 1s often considered as a difficult and time-consuming

part of the risk management process.

Because there are no quick answers or shortcuts to assist evaluators
in assessing risk; many tools are available to be used but none are totally
suitable for any business risk and are often meaning nothing if the user
does not understand how to apply them or interpret the results. Even risk
assessment 1s a complex process but it is one of the most important steps of
the risk management process because the caliber and quality of assessments
can largely affect on business outcomes. Risk identification begins by
synthesizing and understanding the business's risk issues. Manager should
examine and identify business issues by reducing them to a level of detail
that helps an evaluator to understand the significance of any risk and
identify its causes. This is a practical way of addressing many of potential

risks that often occur and face us when acquisition business.

Risk ratings are an indication to the level of the potential impact of
risks on a business. These ratings include a measure of the likelihood of an
event or action occurring and the consequences of that event and are often

expressed as low, moderate, and high. Frequency of occurrence, time
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sensitivity, and interdependence between risk issues, can also be noted and
used either directly or indirectly in the rating process. Based on a structured
risk rating approach with relevant expert opinion and experience, risks can
be prioritized. Risk ratings help to identify issues requiring priority
management and to identify the areas that should be reported inside and
outside the business. Thus, it is important that the ratings should be

described and shaped as accurately as possible.

3. Risk Handling:

It is called also risk management strategies. Strategy can be defined
as process by which the organization can link the business management
with its external relationships. These relationships involve suppliers,
customers and other competitors with taken in consideration the economic
and social environment in which the business operates [20]. Risk handling
means all the process of identification, evaluation, selection, and options of
implementation in order to set risk at acceptable levels based on business's
objectives. This includes in specific on what, when, who is responsible
about the issue be done; and what are its cost and schedule. The evaluators
who assess risk should begin the process to identify and develop handling
options and approaches to report to the business manager, who will select

the appropriate one(s) for implementation.

The risk handling phase must be compatible with the RMP and any

additional guidance. The business manager provides the important part of
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risk handling involves reviewing, refining and selecting the most suitable
handling options and specific approaches for selected risk issues (often

those with medium or higher risk levels).

Evaluators who assess selected risk handling options may use the

following criteria as a starting point for this task [16]:

o Does it meet the user's needs? And can be feasibly implemented.

. Does it effectively reduce business risk to an acceptable level?

J Is the option affordable in term of required resources?

. Does it affect the overall business schedule? And is time available to

implement the selected option?

J What is the impact on the business's technical performance due to

implementing this risk option?

Risk handling strategies include: assumption, avoidance, control,
and transfer. Often the control option is called mitigation and it is
commonly used in aerospace and business, it should not automatically be
chosen. All four options should be evaluated to choose the best one for

each risk 1ssue.
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3.1 Risk Assumption (Accept):

In some circumstances, the option would be to accept the risk as a
part of business. Therefore, Risk assumption (Accept) is an
acknowledgment that a particular risk is existing and to know the decision
to accept the associated level of risk, without having any special efforts to
control it. However, various risk assumption decisions may cause some of
the side effects and unexpected problems as a result of them; so, a general
cost and schedule reserve may be set aside to deal with any of these
problems. This risk handling option recognizes that not all identified risks

warrant special handling; as such, it is suitable for the low risk situations.

The key to achieve risk assumption successfully 1s twofold [18]:

o Identify the required resources to overcome a risk, with some of
specific management actions (as example, retesting) that may

considered.

o Ensure that important administrative process is taken to identify a
management reserve to accomplish those management actions, thus
when we decide to accept the risk, we need normally to develop in
advance a contingency plan to reduce effects of the risk. At the same
time, the contingency budget that will include allowances for
resources, money and time must be established and developed to
cater for the occurrence as either a known or even as an unknown

risk.
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The following cases must be presented when any company decides to

accept the risk [21]:

o When the risk be unspecified one.

o When the risk be actively desired.

o When its effects are not a major.

o The consequences of avoiding the risk are not accepted.
o The avoidance is meaningless.

3.2 Risk Avoidance:

Risk avoidance means some changes to be taken in the consideration
to reduce risk to an acceptable level. These changes involve a change in the
concept, requirements, specifications, and/or practices related to the
business. According to other writers, risk can be avoided by changing the
plan to eliminate the risk or condition that causes the potential risk [22].
Simply stated, it eliminates the sources of high or medium risk and replaces
them with a lower risk solution. Risk avoidance may also be used in the
development phase when results of the test indicate that some requirements

cannot be met, or when we face some of over budget state [16].
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3.3 Risk Control (Mitigation):

This option does not attempt to eliminate the source of the risk but to
find out how to reduce or mitigate the risk. Risk can be mitigated or treated
by: reducing the likelihood and/or the consequence of its occurrence in the
business [22]. The selected approach must give an optimal mix among the
candidate approaches of risk reduction, schedule impact, and cost
effectiveness. A summary of some common risk control approaches is

shown below: [16]

o Alternative design which is a backup design option to use a lower

risk approach.

o Demonstration events are pointers or indicators in the business or a

company that inform us if risks are being successfully reduced.

o Design of experiments is an engineering tool that identifies the
design with its sensitive and critical factors, therefore they are
considered potentially as a medium or higher risk, to achieve a

particular user need.

o Early prototyping is used to build and test prototypes early in the

development stage of the system.

o Incremental development is to build and initiate the design with the

intent of upgrading parts in the future.
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o Process proofing is to select manufacturing and support processes

that are critical to achieve system requirements and outcomes.

o Test-analyze-and-fix (TAAF) is to have a period of dedicated
testing to identify deficiencies in a design and then to have the

correction action.

3.4 Risk Transfer:

Risk transfer may reallocate risk from one part of the system to
another during the concept of development and design processes, thereby
reducing the overall system risk, or redistributing risks between all parties
(the government, the prime contractor and government agencies) or
between members themselves in the contractor team. Risk transfer is a
form of risk sharing and not risk elimination, and it may affect cost

objectives [16].

When you consider sharing the risk, this means that portions of the
risk are allocated to different parties, for example, to partners or associates.
Risk sharing differs somewhat from risk transfer in that not all of the risk is
transferred to a third party, but still part of the cost of the risk is retained by

the organization itself [22].

Other authors suggest that, risk should be transferred from the
operator to others and to consider that as a key method to be used in the

management of risk. They further state that the transferring of risks to
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insurance companies is regarded as the main method in managing the risk
in operation at present [23]. In some cases risk transfer may concentrate
risk activities in one field of the design. This allows the risk's manager s to
focus the attention and resources on that area. An example of risk transfer

includes the use of warranties, insurance, and similar agreements [16].

4. Resource Allocation:

Risk handling and implementing strategies have broad cost
implications. The magnitude of these costs depends on the environment the
company operates in. Risk Management Board (RMB) should give the
approval on funding of handling options and the agreement on specific
approaches. Also, it must be a part of the process that establishes activities
cost, performance, and schedule objectives in the business. The selected
handling option and approach for each selected risk issue should be
involved in the business's acquisition strategy. Thus, the cost and schedule
impacts can be identified and included in the plan of the business and

integrated master schedule, respectively.

5. Risk Monitoring:

Risk monitoring is the process that systematically tracks and
evaluates the performance of risk handling activities against established
metrics throughout the required process. It provides inputs to update risk
handling strategies. Additional risk handling options and approaches may

be developed based on monitoring results. These results may also help in
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updating the existing risk handling approaches, and reanalyzing known
risks. In some cases monitoring results may also be used to define new
risks and revise some aspects of risk planning in organization. The key to
the risk monitoring process is to establish a performance, cost and schedule
management indicators which help in evaluating the business status by
managers and other key personnel. Indicators should be designed to
provide early alarming of potential problems to allow fast management
actions. Risk monitoring is not a problem-solving technique, but rather; it is
a proactive technique to have main and real information on the progress to
date in reducing risks to acceptable levels. Some techniques for risk
monitoring that can be used in a business are included in the following

[16]:

o Earned value (EV) which uses standard cost/schedule formula to
assess a business's cost performance and give a pointer to the
schedule performance. Thus, organization can by that determine if

risk handling actions are achieving their planned results.

J Technical performance measurement (TPM) is a product design
evaluation, which evaluates the values of important and primary
performance parameters of the existing design as affected by risk
handling process. That evaluation occurs through engineering

analysis and tests.
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Finally, to get an effective monitoring for the performance of
selected risk handling approaches and developing new risk assessments,
organization needs to have a good-defined test and evaluation process. This

1s often considered a key factor in risk monitoring process.

6. Risk Management Documentation and Communication:

Risk documentation is recording, keeping, and reporting all of
evaluations. Also, it is to handle analysis and plans, and at the same time
monitoring the results. It includes all plans and reports to the managers and
decision authorities in the organization. Accurate reporting procedures that
properly communicate data, plans, results, and other relevant information
are an important factor for successful risk management activities. At the
stage of risk management strategy planning and before contract award,
organization normally, defines procedures for documentation and
reporting; but these procedures may be added or updated during contract
execution and that will be accepted if and only if the efforts remain within
the objective of the contract or are previously approved as part of a contract

change agreement.

Some important reasons for having sound risk management

documentation include the following: [16]

. It helps in the business risk assessments because the documentation

1s a good baseline for that.
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o It tends to ensure a more comprehensive risk evaluation than using

less formal documentation.

o It represents a reference for monitoring risk handling activities and

ensuring the results.

J It is considered as a management tool to be used during the
execution of the activities in the business, including permitting a
more objective assessment of how the extra funds or potential budget

cuts should be allocated.

o It is good background material for new employee in this field.

It is a meaningless value to do risk management functions if you
cannot be properly shared the generated information with participants both
outside and within the business. As stated by the National Research
Council: "Risk communication is an interactive process of exchange of
information and opinion among individuals, groups, and institutions. It
involves multiple messages about the nature of risk and other messages, not
strictly about risk, that express concerns, opinions, or reactions to risk
messages or to legal and institutional arrangements for risk management.
Successful risk communication does not guarantee that risk management
decisions will maximize general welfare; it only ensures that decision
makers will understand what is known about the implementations for

welfare and the available options" [14].
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The researcher agrees with some authors who said that, fraud and
integrity risks are to be considered as part of the overall risk management
process and activities as they form a subset of each agency's business risks.
Organization should follow the same methodology used to evaluate any
other kind of risk. Fraud risks should also be considered in the risk
management plans that are already prepared for some specific actions,
procurements, programs and contracts [13]. The important concept in risk
management is the awareness and continuous study with good knowledge
of wide risk areas. Organization must stay aware of changes in all
circumstances which include economy, competitors' actions, and
technology with keeping continuous collection and reviewing customer
information which may include complaints and requests [15]. After
applying suitable risk management actions, organization can categorize
risks that affect the business into 3-main groups based on its state after

these actions [12]:

° Residual Risk = the level of risk that remains after all risk treatment

measures have been taken.

o Under Action = a plan in place showing Action to be done, Action

officer, Resource needs and cost with Timing targets.

. Controlled = reasonable confirmation that existing risk controls
satisfy the achievement of the Organization’s risk management goals

and will continue to keep the risk at an accepted level.
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However, the way in which each business implements its risk
management activities or process is up to the business manager. As a guide,
it is suggested that at any business, it is a must to establish a risk
management committee with keeping their meetings at least quarterly, with
formal agenda and minutes. Satisfactory risk management is achieved
when good training has been completed properly by all relevant personnel,
when risk evaluation for all important issues and risk exposures has been
concluded, and when assurance reports have been delivered from all

Business Unit operations and key contractors [12].

2.6 Risk Management Techniques:

Many techniques may be used by the key person like a manager
during managing the risk. Generally, each business adopts its suitable
techniques based on its operation process and activities. Some of these

techniques are described below.

2.6.1 What If Technique:

It is one of six risk analysis options from Occupational Safety and
Health Administration (OSHA)’s Process Safety Standard [24]. Key person
of risk management starts with a specific segment or part of the system and
ask a 'what if ' type of question. It is very good to use a map or draw the
operation process on paper for all participants to view it when discussing
these processes [24, 25]. For example, during a wheeled vehicle convoy

operation the segments may be as below:
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1. Storing Area (Starting point).

2. Movement process.
3. Refuel/Maintain during the motion activity.
4. Arrival to the Destination.

In each of these segments, questions could be:

° What if elements have been attacked?

° What if a vehicle had an accident?

° What if a vehicle didn’t start?

By obtaining all the available input from those concerned questions
in this operation, Key person can develop countermeasures to the risks and

do some of the contingency plans [24].

2.6.2 Next Accident Assessment:

It 1s a tool that can be used to identify personnel who are at an
increased risk of doing or causing an accident. The system can be used at
any time before or during a major process. It doesn't require much or high

training level.

Before any activity, ask the team who will do that activity about the

individual who is most likely to cause the next problem or accident?
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Explain the reason of your question that you are seeking for causes of

problems which normally occur as a result of the human element.

This is the time to be frank with your employees as you informally
discuss the upcoming process or activity. "OK; who is going to cause the

next accident and why?" [26, 27].

2.7 Risk Management outcomes:

Any business or Organization is committed to the management of
risk to continue in protecting and keeping its [12]:
o Consumers or users who represent its market share.
o Environment situation.

o Employees' skills.

o Competitive advantages and good quality of service.

J Intellectual property and assets.

J Contractual and legal obligations.

o Organization's reputation and image among citizens in the society.

The final objective of risk management is to provide a report
about risk status and risk control's activities with an assessment/assurance
report of major risks in the organization to be sent to the top management.

Figure 6 below illustrates that.
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Figure (6): Desired outcomes of the Organization’s Risk Management [12]

Challenge on the long term is to infuse risk management approach
into culture, daily organization's operations and those of contractors and

organization partners.

Involvement of everyone and their support is important to effective
outcomes. The goal of the risk management is to set out plans to confirm
that risk management is considered and included in the organization and its

operations, and to produce guidelines for the implementation [7, 28].

2.8 Risk Management Goals:

The goals behind considering and integrating the risk

management into the business are threefold [12]:
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To provide a confirmation that the business has identified its
potential-risk exposures and has taken actions to properly manage

them.

To ensure that areas where risk management is needed are included

in the business planning processes.

To integrate the various risks control measures that the business
already has by establishing a process across the business for that

1Ssue.

Risk Management Benefits:

Risk Management will assist all involved staff to achieve the

business's objectives by [12]:

Integrating all measures for risk control that the business currently
has and uses into one holistic view of what the business is doing to
reduce its risk exposures. By that single view, priorities and any gaps

that need to be addressed will be shown.

Implementing a formalised, visible and consistent process for
managing the risk. Thus, supporting continuous improvement in the

business which will produce more effective results.
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o Incorporating risk management strategies into planning and
administrative processes which will help in more structured and

effective planning and management.

o Building on current risk management strategies such as

administrative, operational and quality management actions.

o Encouraging all employees and their managers to think about risk
and its management in their daily work and in the forward planning

process.

Risk management must be applied to all activities in the organization
and also to the delivered activities by external service providers; because

that will help the organization to [12, 29]:

o Ensure a very high standard of the quality and reliability of services

and other business outputs.

o Ensure that services will be delivered within cost and time; and also

meet customers' requirements.

o Protect staff, information and all other business's assets.

o Comply with all legal issues in relation to fields of risk.
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2.10 Risk Management Models:

It is important to define the risks associated with related business and
to select appropriate methods to manage these risks. Anyway, before
developing any kind of a model for risk management, it is important that
the differences and/or the combination of strategies, processes and models
are known. There are different versions of the definition of these aspects of

model derivative. They include the following [30]:

° Processes which are a series of actions or natural occurrences that

directed at a specific aim to produce change or development.

o Strategy that may defined as a carefully plan of action to achieve the

objective. The art of developing or carrying out a plan.

. Model which is described as a term used throughout business and it
1s defined as a representation of a system that has been constructed to
have an opportunity to understand and study the different aspects of

that system or even the system itself.

The difference between models and theories is that models are
representations whereas theories are explanations. "4 model is not an
explanation; it is only the structure and/or function of a second object or
process. A model is a result of taking the structure or function of one object

or process and using that as a model for the second. When the substance,
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either physical or conceptual, of the second object or process has been

projected on to the first, a model has been constructed" [30].

Some authors refer to the models as processes. So, they define a
process as a series of actions linked together or interact with one another as
the strategy unfolds against the environment. This can then be depicted in a

model.

Here, the term model will be used to refer to a process used to depict
the existing situation and could be expected to react to the hazards
threatening the situation or the system. Therefore, it can be concluded that
a risk management model is a representation of the process that is used in

managing the risk [31].

2.10.1 Analysis of Existing Risk Management Models:

Many models are used in business to manage the risk, particularly in
the project management environment. The models used to manage the risk
in the project management environment tend to be more general and thus,
they are applicable to a variety of circumstances depending on the type of
business. These models are not specific for special kind of business.
Therefore they appear to be more adaptable and can easily be changed to be
suitable for what business wants in mobile communication field. As will be
seen, these models do not differ significantly from one another, but some of
them have limitations that others do not and may not be suitable for the

mobile communication field. A brief discussion of some of the models that



53

the researcher study and explore in the literature will be shown below in an
attempt to establish their suitability for use in the mobile communication

field.

A. Valsamakis, Vivian & du Toit

They consider that risk management is an ongoing process, not to be
seen in isolation or as a single event. Figure 7 demonstrates that these
process start with the identification of the risk and evaluation being the
important feature to identify for risk control, before finally providing
financially for the risk consequences. To manage a risk and before any type
of risk management process can be considered and put into action, risk
must first be recognized and/or identified. This part of the process is the
most important function of the risk management activities and should be

approached in a structured, systematic and well-managed manner [32].

A 4

A

Risk Identification

\ 4
Risk Evaluation

\ 4 A 4
Risk Control Risk Financing

y

Figure (7): Risk Management Model (Valsamakis, Vivian & du Toit) [32]
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This model may be suitable for managing risks that cause to financial
losses. This model doesn't consider the two important steps of

implementation, and of evaluation with review for all process.

B. Burke’s Model

This model shows logically as in figure 8, the sequence of the
outlined process and how each part integrates with the whole. Objectives
will define what business is prepared to accept - or not - in terms of risk
impact. Together with risk monitoring and control, risk identification,
quantification and response, establish and form the plan for risk
management which will be formal documents with details that are

containing how the business will manage and respond to identified risk

[33].
I'?Aisk.?ontrczjl Risk
OF?I oran < » Management
eview Plan

A

A 4

Define
Objectives

Risk
Identification

Risk
Quantification

Risk
Response

Figure (8): Risk Management Model (Burke) [33]
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C. The Gray & Larson Model

This model describes a process similar to that of Burke's model. This

is shown in Figure 9. Although this model has again four steps in the

process, each is a little different to those of Burke's model.

Step 1: Risk Identification

Analysis of the project to identify all
potential sources of risk

l Known risks

Step 2: Risk Assessment

Assess the risks in term of:
» Severity of impact

» Likelihood of occurrence
» Controllability

l Risk assessment

New risks
<
New risks
‘
New risks

Step 3: Risk Response Development

* Develop a strategy to reduce
possible damage
» Develop contingency plans

l Risk management pla

Step 4: Risk Response Control

* |mplement the risk strategy

* Monitor and adjust risk
management plan for new risks

* Change management

Figure (9): The Risk Management Model (Gray & Larson) [34]
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The main difference between this model and Burke's model is the
missing of setting of an objective in this model. So, the outcome benefits
from risk management will be unknown. A further important difference
between the two models is that the risk control is applied together with the
first step in Burke's model but it is in the last step and just a part of the
implementation of risk responses in the Gray & Larson model. This model

explains what needs to take place at each step of the process [34].

2.10.2 Problem Solving Methodology to Support Risk Management:

The risk management process described in the previous models in
section 2.10.1 can be supported by the decision-making or problem-solving

Processes.

Successful decisions will be taken based on a well-constructed
process, which includes situation analysis and planning. Decision making
can be described as a systematic and logical approach for identifying the
problem, developing alternative situations and then selecting the most

appropriate solution for that.

The decision-making or problem-solving model is shown in Figure
10. However, these steps will not guarantee good decisions, but will help

and increase the opportunity to have a successful decision making [35].
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Figure (10): Decision-making Process — Problem-solving Model [35]
Step 1. Define and Diagnose the Problem

This step contains three steps. Firstly, internal and external
environmental forces must be analyzed and a decision made as to which of
these forces contribute to the problem(s). Secondly, the real reasons of the
problem then required to be established to avoid confusing them with the
symptoms. Finally, the diagnosis must be related back to the existing or to

the wanted objectives.
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Step 2. Set Goals and Objectives

Once the problem has been listed and defined, some specific goals
for controlling and reducing the problem must be set. These must include
the selection of ideal results and outcomes, including who will do what,
and when that must be done. Timeframe of implementation is a vital issue

in this topic.

Step 3. Search for Alternative Solutions

Generally, at any process, alternative ways must be discussed to
achieve the desired objectives. One creative process which could be used to

find alternative solutions is a brainstorming.

Step 4. Compare and Evaluate Alternative Solutions

The advantages and disadvantages of each of the alternatives must be
considered during evaluating and comparing these alternatives. Quality,
feasibility, acceptability, ethical impacts and costs are the criteria to

consider when comparing the alternatives.

Step 5. Choose from Among Alternative Solutions

At this step, the least attractive solution must be eliminated and then
continuing the process, until the most favorable solution is retained.
During this selection process, the impact of the solution on the total system

must be considered and not only on the problem area.
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Step 6. Implement the Solution Selected

The chosen solution is the best solution among alternatives, but this
doesn't mean that the chosen one will be successful. To assist with
successful implementation of the selected solution, it must be planned very
well and those affected should be consulted to ensure and confirm the

acceptance and co-operation.

Step 7. Follow-up and Control (Monitor)

It is an important issue for managing all of the previous steps to
continuously monitoring the activities of the implementation, evaluating

the results and, preparing, if needed, the corrective actions.

2.11 Risk Management Structure and Responsibilities:

Every member in the staff at any level in the company or business
must understand and feel his responsibility for risk management within his
span of control, for promoting the application of risk management by
contractors, and helping in the identification of risks that could affect the
organisation as a whole [14, 36]. Business unit managers are accountable
for ensuring that risks with a "high" overall rating are managed properly
through management process in the unit. Risks with a "medium" or lower
level overall rating may be included in the unit risk management plan if
appropriate, or, alternatively, managed as an operational issue through the

relevant unit. The business unit manager is responsible also for monitoring



60

the risk management process and giving the approval on risk mitigation
strategies and action plans as outlined in the risk control action plan for

cach unit in the business [9].

Each business unit will assign an officer to work as a central point
for coordination and communication of risk identification, evaluation and

awareness training and risk management assurance [37].

The organisation establishes a risk management steering committee

which is responsible for [12, 38]:

o Co-ordinating the regular formal updating of organization risk

treatment action plans.

J Maintaining data about organization risk and risk controls.

o Confirming and ensuring that all relevant risk sectors are taken in the
consideration with including what emanate from the services of

external providers and contractors;

o Analysis and reporting to the top management.

o Ensuring very good and proper linkages to the organisation's

planning and budget processes.

This steering committee is approved from the organisation's business
units to comprise representatives. The committee will nominate an officer

to guide and encourage risk management throughout the business's
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activities. The risk management function is the activity and issue directed
by the organisation's board, facilitated by the risk management steering
committee in the organization and followed up by all managers in all
organization's departments as a core and main activity. The identification
and review of potential risk sectors and regions within the organisation and
the implementation of the organisation's risk management strategy will also
be applied by internal audit with the approval and oversight of the board
audit committee because it is also a subject of internal audit protocols [16,

14].

2.12 Risk Management Time Frame:

Firstly, all managers will receive a copy of the risk management plan
including organisation’s policy and guidelines on risk management
implementation and the organisation’s risk management action plan.
Secondly, managers will take the time to discuss all of what they received
about risk management plan with their staff to ensure that they are aware of
the risk management process and to get their commitment for the risk
management activities. Finally, the timeframe for further development and
implementation of risk management within the business must be stated in a
suitable way and then send it in detailed report to board for approval [12,

16 and 14].
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2.13 Risk Management Deliverables:

At business, the risk management process involves two deliverables:

[12,39]

o A risk list that tabulates and summarises the potential risk exposures
within the business operations, which are identified as significant or
critical to service capability and overall objectives for the
organization. This list of risk includes only risk exposures that
classified more than "moderate" or "high" risk rating; and would

have an impact on the organisation in general.

o A risk treatment action plan which contains the current status of risk
controls in the business, and produces an action plan for the

additional controls and risk handling options which are needed.

2.14 Summary:

Risk management is increasingly becoming a vital issue in most of
the businesses nowadays. The aim of this chapter was, primarily, to re-visit
the definitions of risk and risk management and to discuss these in some
detail to provide a better understanding of the concepts. Also, the
researcher explored and discussed various strategies to manage the risk. It
was appropriate to explore a number of risk management models and
processes and to determine their suitability for use. These aims were

achieved by means of reviewing available literature sources relevant to the
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research topic. Thus, based on what has been discussed and reviewed,
Palestinian wireless operators should realize that they must deal with the
risk and its factors, which may affect significantly the organization's
objectives, to keep the successful progress in their activities and to

maintain the good reputation for their companies.
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3.7 Customer relationship with Technology
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management (CRM)

3.10 Summary



65
Chapter Three
Risk Factors in Mobile Communication
3.0 Overview:

In Chapter one, it was explained that risk management involves risk
identification, risk evaluation and risk control or strategy. This chapter
enlarges this concept of risk management by identifying the related risks
that face a mobile communication business and identifying the relevant
measures that can be considered in preparation for the risk. Bad events
generally have a negative impact on all businesses, and therefore on the
mobile communication field too. These risks have to be identified and

analyzed carefully [40].

This chapter will investigate relevant risks that face the mobile
communication business under their respective headings and will discuss
each of these risks with the intention of effects on the business. The
research will investigate risks under the following headings: customer
dissatisfaction (Low loyalty risk), nature (environmental risks) and in
addition, technological risks. All of them will be discussed in separate
sections in this chapter. Moreover this chapter aims to define factors that
cause customers to switch their service provider. The results from some
researches revealed that customer dissatisfaction plays the most important
role in switching the service provider followed by perceived service

quality while advertisement efforts plays the least important role [41].
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Based on findings from literature review, it is concluded that the mobile
providers concentrate on increasing the customer retention by satisfying

them [40].

3.1 Background:

Undeniably, the wireless communication is changing radically.
Today, communication is considered the nerve of the life. In today’s
changeable and competitive market place, mobile phone services are
gaining popularity and importance all around the world. Mobile phone
marketers are developing new strategies to take advantage of the potential
customers while mobile usage is growing rapidly [42]. Communication
companies, as others, are putting more intention for customer relationship

management to increase customer loyalty and satisfaction [43].

Theoretically speaking, customers start to switch their service
provider when they are not loyal and satisfied. Thus, forming a main risk
for the service provider .The mobile phone service providers have to create
new models and applications that would attract and retain consumers to
remain competitive in the market place [44, 45]. Customer loyalty (CL) and
satisfaction (CS) are important goals for mobile network operators on their

way to superior economic success in the market [46].

Customer lost is a serious setback for any firm in terms of its present
and future profits. In addition, the firm needs to invest resources in

attracting new customers to replace the lost ones. The cost of acquiring new
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customers is equal to five times than retaining an old one. Consequently,
retaining the existing customers' base is much more attractive than
searching for new ones [47]. Mobile business is very important and has
increased since it has now entered all aspects of life, including health,
education, business, and entertainment. Mobile phones devices can be
described as "those telephones that are fully portable and not attached to a
base unit operating on dedicated mobile phone networks, where revenue is
generated by all voice and data transmissions originating from such mobile

phones" [48] .

Over the last decade, the mobile field has passed through a wave of
critically rapid changes in its structure, strategies, competition, techniques,
and technological environment. All of that were a result of liberalization,
globalization, and technological developments that are the main factors
affecting economies in general and the mobile phone field in particular.
These challenges reduce the ability of businesses to retain their customers
[49]. The wireless communication sector has both "high customer turnover
and high customer acquisition cost" [50]. Recently, this field has
experienced growth in competition, which indicates the importance of
retaining current customers [51]. After previous statements, customer

concept definition is important to be understood.

The term customer is generally used to refer to the end-users of a

product. Customers are a generic term referring to any person who gets a
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service or product from some other person or company. Broadly, there are
external and internal customers, where internal customers are the staff or
employees and external customers are stakeholders of the company. Within
the customer group, there are many of customer categories: clients,

consumers, compliers, and constituents [52].

It is very important to identify the category of customer surveyed
when reporting the result of customer satisfaction and loyalty. In this study
the target customers are the individual consumers or users who subscribe to
the services of any mobile communication networks in Palestine. In the
following sections, customer loyalty, satisfaction and other related concepts
will be explored to understand their main effect and associated risk on

service providers.

3.2 Customer loyalty:

Customer relations have evolved since 1960s to be nowadays a
customer relations department after it was previously regarded only as a
customer complaints management section [53, 54]. Customer loyalty
expresses the intended behavior related to the firm or its service which
includes the possibility of future renewal of service contracts, how likely
the customer is to give positive word-of-mouth, or the possibility to
provide his voice [55]. So as cited; loyalty can be defined as "the degree to
which a customer exhibits repeat purchasing behavior from a service

provider, possesses a positive attitudinal disposition toward the provider,
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and considers using only this provider when a need for this service
arises"[56]. Thus, Loyalty is a desire to keep and maintain a valuable and

important relationship with the customer [57].

However, some of the debates are centered round what customer
loyalty actually is, as some authors' states, "Customer loyalty is a complex
and multidimensional concept" [58]. Its complexity is reflected in the wide
range of definitions among academic fields. Based on attitudes of the
customer, the loyalty can be defined as a high level of commitment to re
buy preferred products and services consistently in the future, regardless
potential reasons that cause switching behavior [59]. In addition, it was
reported that "complaint satisfaction has a strong effect on customer
loyalty" and proposed that successful handling of a customer’s complaint is
a significant key for customer loyalty [60]. Therefore, a company must
reduce the desire for customer defection by ensuring their loyalty born
from effective complaint handling procedures [61]. Loyalty is perceived
generally as having both of the following dimensions; behavioral and

attitudinal.

Loyalty level is often measured by customer behaviors such as
applying word-of mouth or purchasing frequently [62, 63]. Customer who
attached to a brand and who will, when positively reinforced, buy that
brand more often is viewed as a loyal customer based on attitudinal

approach [62, 64]. It is assumed that customers who are behaviorally loyal
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to their service provider show more favorable attitudes towards that
provider, compared with its competitors. Anyway, in some cases,
behavioral loyalty does not always reflect attitudinal loyalty, because there
might be other factors (like, availability) which prevent customer switching

cases [65, 66, and 67].

A study about the factors that affect customer loyalty set the focus on
satisfaction of the customer and the switching barrier [63]. Customer
satisfaction is positively influencing customer loyalty but according to
some research, it is not always enough. Hence, these researchers
recommend analyzing other potentially influential factors like the
switching barrier [68]. In other words, the level of the customer loyalty can
vary if the level of customer satisfaction is identical, depending on the
magnitude of the switching barrier [68, 69, and 70]. Customer judgment is
affected by his perception which finally results in his loyalty towards the
product or services [70, 71]. The significance of customer loyalty is that it
strongly relates to the company’s strong future growth and continued

survival [72].

So trying to retain and keep the current customers by increasing their
value and loyalty should be framed in such a way to be the marketing
strategy of the companies [72]. As a result, Customer loyalty has a positive

effect on the repeat purchasing [59, 73, and 74].
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3.2.1 Loyalty in Services Industries:

Some authors noted that loyalty is considered as a more important
factor for services than for products [75]. Services loyalty is expressed as
commitment behavior related to a service or company [76]. Loyalty in the
services industries which include the mobile communication companies is
defined as the assurance of a consistent and superior quality of their service
[77]. Since services are heterogencous and intangible, then most of
customers perceive a higher risk in buying services than goods [75].
Developing and keeping customer loyalty, or establishing long-term
relationships with consumers, is considered as the key to a company’s

growth and survival, particularly for services companies [78].

3.2.2 Factors affecting customer loyalty:

1. Satisfaction:

Several studies have confirmed the direct relation between
satisfaction and loyalty; dissatisfied customers will switch to another

vendor and satisfied customers become loyal [79].

2. Trustworthiness

In business studies, it has been found that trust is important for
creating and keeping long-term relationships [80, 81]. Other authors argue
that trust is a confidence in the face of risk. Trust does not predict only the

quality of the provided service or talk about other features of that service
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but it can also remove the uncertainty involved in purchasing certain
product or service. So trust can build confidence among the consumers
[82]. It is an important issue to look for the variables that can ensure the
long-term customer commitment to their provider. One of these variables is
trust [83]. Trust is found as one of the main factors for building relationship

commitment and customer loyalty [57, 84, and 85].

Trust will reduce the perceived risk of using a service, it can also be
considered as the consequence of positive evaluations of services that leads
to the customer loyalty [86]. When a consumer trusts a firm, he or she will

expect to increase satisfaction and loyalty towards that firm [87].

In general, if a customer does not trust his service provider based on
some of past experience, he or she will be dissatisfied with that provider.
Trust can reduce the risk facing a customer during the process of creating
exchange relationships [84]. When customers trust the provider, they will
use the service continually and also will recommend this service to others.
Researchers found that trust will influence positively customer attitude or

behavior intention in mobile communication companies [88, 89].

3. Image

According to the Belk’s theory of extended self, persons define
themselves by the possessions which they have, create or manage [90].
Image is defined as the perceptions of a company reflected in the

associations held in customer mind [91].
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In the literature of the service marketing, image is considered as a
key factor in the overall evaluation of the service and the company [92, 93,
and 94]. In another words, firm image is shown as the overall impression
made in the memory of the people about a firm [95]. Thus, a company has
to anticipate the consumer’s cognition in different ways to get its company

image [96].

In some research, it is found that customers may be loyal to a brand
because it has a good image among other customers [97]. Thus to increase
customer loyalty, company image is considered as a key factor and it is
also found that the image has a direct and positive impact on customer
loyalty [98]. Image of the Corporate depends on the behavioral and
physical attributes of the corporate, such as its name of products/services,
and the communication skills of the employees [99].Even though
consumers have no information about the firm but they can have this
information from other sources like advertisements or the word of mouth
which will finally influence the process of forming the image about the

corporate.

The brand image is very important for a company as much as a
service itself. So a company must develop its brand image to attract more
and new customers. This marketing strategy should be directed to improve
the image of that company and the image of its services. While customer

loyalty is considered as an important factor for generating a reliable and
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strong customer base; these customers must be profitable for long-term
success of the company [100]. Previous research on loyalty has supported

that if customer loyalty is achieved, profits will follow [101, 102].

Other cited advantages of customer loyalty as follow: [102, 103]

o Costs to serve the loyal customers are lower than others;

o Loyal customers will pay higher costs for a set of products; and

o They will act as marketing agents for the company by their word of
mouth.

To measure loyalty; two factors are used: switching probability and
positive word-of-mouth [104]. Based on that, customers will be asked if
they say good things about their service provider, and if they have any

tendency to switch the operator?

3.2.3 E-Loyalty:

The impact of supporting the customer on his/her loyalty is widely
discussed in the scientific community. But the effect of online customer
service to build E-loyalty is not clarified, although, many positive results
are found in this topic [105]. Some authors state that supporting the
customer will not give high or any impact on customer loyalty [106]. Other
researchers argue that the delivery of high customer values as service and

dealing with complaints or exceed his/her expectations by what is more
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important to him\her are the key to loyal customer [107, 108]. Satisfying
customer with the website depends on the quality of the website [109].
Skills of the Internet are up to the experience of customers and familiarity
of the websites 1s important [110]. Fulfilling the customer's requirements
(satisfaction, joy, and value) to build the loyalty and prevent the switching
behavior by understanding the switching risks; must be managed to create

loyalty in e-commerce.

The term e-loyalty is defined as "the customer’s favorable attitude
toward an electronic business resulting in repeat buying behavior" [111].
Serving and supporting customers is what makes the difference because
competing products are often very similar to each other [112]. The
computerization of answering questions, providing service, selling
additional products and solving problems in electronic commerce should be
always connected to the website [113]. Satisfied customers by the website
without any perceived problems will recommend the e-commerce site they
are satisfied with [114]. When consumers complain about the service, they
give the firm a chance to confirm its trustworthiness and thus influence the
loyalty of the customer [115]. The problem is that, some of dissatisfied
consumers defect rather they complain [116]. Based on that Complaints in
the web site or online environment can be seen as a market feedback
instrument, which help to understand and know the causes for

dissatisfaction [117, 118].
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3.3 Customer Satisfaction:

Generally, customer satisfaction means customer feeling based on
the state of fulfillment, and customer judgment of that state [59]. Loyalty
concept is crucial to business growth [119] because the cost of attracting
new customers is more expensive than keeping old customers [120].
Therefore, business should try to increase their share of the market by

maximizing customer retention [121].

Many of the studies have been conducted to understand customer
satisfaction and loyalty in mobile services companies [46, 72, 122, 123, and
124]. Most of them emphasize that customer loyalty and its factors are
important for the success of mobile services companies. Perceived
customer value and service quality are supported as drivers of customer
satisfaction [125]. Satisfaction is always considered as a main input for
customer loyalty. However, satisfied users may switch to another firm in
low switching costs cases [126]. Degree of the commitment is relatively
tied to the level of fulfillment of provided mobile service options by
previous or current offers. Thus, fulfilled services affect customer
satisfaction which as a result affects the commitment and the loyalty [127].
So, loyalty and commitment are related concepts [128]. Non-loyal
customer is much more influenced by negative information about the
services or products [129]. Therefore, customer loyalty must be controlled

and considered during risk management process to keep the organization's
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main goals because losing customers is considered as a big risk that may

face the mobile operators [130].

Others researchers defined and described satisfaction based on
quality term as "post consumption experience which compares perceived
quality with expected quality" [131]. Satisfaction is also defined as "An
evaluation of an emotion, reflecting the degree to which the customer
believes the service provider evokes positive feelings" [132]. A
considerable number of operators in the mobile phone field are losing their
current customers bases at rates more than 30% [133]. Thus, satisfaction
occurs with the enhancement of the feeling by the customers when they
compare their perception of the performance of products and services in

relation to their expectations and desires [134].

Many benefits exist for any company from satisfying the customer. It
increases customer loyalty, prevents customer switching, lowers sensitivity
of customers’ price, reduces the costs of failed marketing and of new
customer attracting, reduces operating costs due to increasing number of

customers, and enhances reputation of the company [135].

Service quality has been measured in earlier studies on mobile
telecommunication services, by call quality, mobile devices, pricing
structure, and value-added services, simplicity of procedures, and customer
complaint handling and support [46, 136, and 137]. Some researchers have

previously supported that satisfaction is the core factor of long-term
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customer behavior. Thus, ongoing satisfaction is required for companies
over time in order to keep the current customer [138]. The probability of
repeat purchases and contract renewal is high when the level of fulfillment
exceeds the level of expectations. As an example, when a subscriber wants
to renew his or her mobile contract, he or she usually decides based on
satisfaction to differentiate between current and other competitive mobile
operators [63]. Many researchers pointed out that, in order to gain a
subscriber's loyalty in the mobile field, the operator needs to increase the
satisfaction by improving the service quality [139]. Perceived value,
quality and trust are found to have a significant positive impact on the
loyalty of the customers [140]. Managers in any company must take in their
consideration both of the overall customers' satisfaction and the
competitiveness of the company's services and products. All of that are to
maintain the competitive advantages of the company [141]. Moreover, "It
1s widely acknowledged that customer satisfaction is a function of the
relationship between customer expectations and experience, that it is
dependent upon value and that it is formed continuously" [142].
Dissatisfied customer will either simply switch their provider, or, they will
voice their issues first. For those customers who first voice their concerns,
"the likelihood of the relationship ending falls" [143]. If customers are not
satisfied with their current company and they still with that company due to
negative barriers such as high switching costs, then, they may engage in

"company-focused sabotage such as negative word-of-mouth". Conversely,
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positive barriers like good relationships with the company's staff can act as
a more effective barrier to defection. So, the company must be careful
because a High-staff turnover or losing key employees could result in
customer defection if the relation to those employees is stronger than to the

company itself.

The question which becomes important is, what companies can do to
reduce customer defections? Companies should take a holistic approach
[143]. Management should understand "the whole picture of an ending
process to realize and to decide which actions are necessary to keep

customers or regain lost customers" [143].

According to many authors, customer loyalty is the ultimate goal of
customer satisfaction measurement [131]. Customer satisfaction acts as an
antecedent of customer loyalty. It prevents customer churn and strengthens
retention, thereby forming an important cause of customer loyalty [71]. The
relationship between customer satisfaction and customer loyalty is not

always a linear one, although it forms a positive relationship [135, 144].

3.4 Customer Switching:

Switching is a customer behavior which differs based on the
consumers' satisfactory level with the providers or companies. Switching
behavior can be defined as the process of being loyal to one service
provider and switching to another one, due to dissatisfaction or any other

problems. There are many factors which affect the customers in switching
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their service from one provider to another. The cost which the customer

pay during the switching process is called switching cost [145].

Switching cost is the cost that is incurred by buyers for vanishing
transaction relationships and starting a new relation. As other writer
defined switching cost as a onetime cost that a customer facing when
switching from one service provider to another [146]. In the
telecommunication field, there are a lot of critical costs that must be taken
in the consideration when switching. These involves the costs of informing
friends and business associates of the change, the cost of the new lines, cost
associated with stopping long standing relationships with the old service
provider, cost of understanding any new process and procedures in dealing
with the new provider and cost of finding new provider with comparable
or higher value than the old provider. Also, as a part from these, there is a
psychological and time effort to face an uncertainty from the new service

provider [63, 147].

Other researchers, however, had a different discussion. There is an
argument in the literature of the advantages of switching cost which
prevents customers from switching their service provider [148, 149]. The
result of customers' switching could be significant on profits and service
continuity. Therefore, to control and reduce the level of consumers
switching to another brand in a dynamic competitive environment,

companies develop strategies to react with customers' switching cost [150,
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151]. Trust is also found to increase the commitment of customer which

makes their probability to switch weaker [84].

Switching costs in some cases, serve suppliers in many aspects.
Switching costs are increasingly considered as a means of keeping
customers in relationships regardless of the customers' satisfaction [152,
153]. Thus, companies must increase the awareness of customers regarding
different utilitarian punishment-related factors like switching cost. The
reason of that is to keep them into a relationship [154]. Dealing with and
solving the customers' complaint is important in the mobile phone sector.
Service in mobile phone is considered as a personal service where
customers choose, evaluate, and seek feedback from others carefully [155].
When a customer receives negative feedback from others regarding a
mobile phone service, switching behavior may occur. Operators should
deal carefully and directly with consumers' complaints to reduce the
chances of the negative behavior that may occur accordingly, such as bad-
mouthing, complaints to others, and switching to the competitors [156,

157].

In this research, Jawwal and Wataniya operators will be asked about
their responsibility and strategies to handle the complaints from the
customer and if they develop their ways and process to follow and achieve
this topic. One of the researchers argues that switching cost is a factor of

many factors that affect the relationship between customer satisfaction and
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customer loyalty [135]. In another research, it is noted that high switching
costs and barriers or lack of good alternatives might keep the customers
loyal [55]. Within a direct effect on customer loyalty, switching cost gives
many advantages for service providers. As an example, it minimizes
customers' sensitivity to price and increases his or her satisfaction of the
product brand [135]. Increasing a customer's perceptions of the risks in
switching to rival brands, and the difficulty in using the alternative service,
will increase the likelihood that the customer keeps the relationship with

the current service provider [139, 158].

A study investigates factors that cause mobile phone customers to
change from being loyal to switching, such as price, service quality,
switching costs, etc. Among those factors, price is the most important
factor which affects the customers to switch loyalties to another provider
[88, 159]. The effect of losing customers or their switching could be
detriment on revenues and service continuity. Therefore, to control and
overcome this risk in a high dynamic competitive environment, service
providers should develop many strategies to respond to consumers'
switching cost [11]. Losing ownership of the customer was ranked as the

number one risk in 2009 and retains its top ranking in 2010 [160].

3.4.1 The switching barrier:

The switching barrier involves the difficulty that a dissatisfied

customer faces during switching to another provider, or the social, financial
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and psychological burden felt by a consumer when switching to another
brand [135]. Therefore, the higher the switching barrier, the more
customers are forced to remain with their current provider. Switching cost
includes time, money and psychological cost, and is defined as a perceived
risk [63]. If a firm offers differentiated services that are not easy for
competitors to imitate or to provide with equivalents, customers tend to
remain with the existing company [161]. When customers switch their
service provider, they will perceive the burden of risks which becomes a
barrier of switching that influences customer loyalty. Many researchers and
authors believe that customer retention is a more effective business strategy
that a company must to have than continuously trying to attract new
customers in order to compensate the defecting customers [162]. Switching
costs could be considered to predict consumers' behavior in the mobile
communication field. Customer satisfaction has positive effects on the
customer retention. Thus, top management may need to emphasize total
satisfaction program in an attempt to keep customers' loyalty in the
competitive communication market. Managers therefore, should
significantly consider dimensions of customer satisfaction and switching
barriers when they are making plans or applying efforts in customer

retention [163].
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3.5 Customer Retention:

Customer retention is essential for companies in the service field and
will subsequently receive a great deal of attention in the coming future
[164]. Customer retention is concerned with maintaining the established
relationship in a business between a customer and a supplier. That can be
achieved in two ways. The first is by extending the contract with the
supplier by the customer over a specified period of time or by subsequent

purchases. The second is by customer intention to make future purchases

from the provider [165, 166].

Customers are considered a real asset to companies [167]. In the
mobile phone sector, Customer retention becomes an essential phenomenon
because this sector has a noticeable change, growth, and competition both
domestically and globally. A considerable number of operators in the
mobile phone field are losing their current customer bases at rates more
than 30% despite having different relationship strategies to retain current
customers [168, 169, and 133]. The findings of many scholars, who studied
the effect of service quality on customer retention, reveal that there is a
direct correlation between both of service quality and customer retention
[170]. Mobile operators cannot allow losing customers; because this loss
would lead to lose the profit, and ultimately the failure of businesses which
considered as a critical risk factor faces mobile communication sector [171,

172]. As a result of increased competition, changing and shifting business
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strategies and scopes from attracting new customers to retain current
customers is the key strategy for the success [173]. A relationship is
established not just to solve specific problems between two parties but to
encompass activities which have a continual concern for the long term by
taking advantage of short-term perspectives [174], while such relationship
is available, it is not necessarily always long-term [175]. Therefore, the
customer retention concept has emerged in order to increase the profit of
the firm and to minimize both costs and customer switching in the long run
which will lead to reduce the risk associated to this field [176]. So firms
must have an extra effort to improve customer retention rates, especially in
highly challenging and changeable markets such as mobile phone sectors
that reached high levels of market penetration recently within a short time
[177]. So, based on that, customer retention is considered as an important
1ssue in Palestine, which witnessed a critical environment and a difficult
economy state. Retaining customers in highly competitive and difficult
environments is crucial for any firm's survival because losing customers
will represent more than the loss of the next sale. Also, keeping current
customers causes the cost of selling to him lower than the cost of selling to
new ones [139]. The main finding from studying the maintenance of
customer relationships highlighted that customers' willingness to
recommend the brand to their relatives or friends is the main goal of

customer commitment to the organization [178].
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Main risks that face mobile operators in this high competitive
business environment are how to attract new subscribers and keeping the
existing ones, especially young subscribers [179]. Based on that, the
researcher will ask both operators Jawwal and Wataniya in Palestine the
following question during the interview with them; while they are facing
like this risk which is a major loss of current customers, do they have good
business strategies to overcome this risk and to generate good cash flow or
profits? Mobile operators should concentrate more on satisfying existing
customers to prevent their switching or being attracted by others for two
main reasons. First, attracting customers costs operators a lot of money,
time, and efforts. Second, mobile operators in general, do good business
and have high revenue through selling different services and products to
both of existing and new customers [5]. Based on the previous explanation,
mobile operators are in a race to acquire new customers and retain their
current ones by providing new mobile accessories, products, technology,
data and services continuously. Thus, to keep customers, operators need a
continuous monitoring because keeping customers leads to more cash flow

and less operational and advertising costs.

A large number of wireless field studies especially in mobile service
providers, indicate that most operators are still losing customers at a
significant rate [137, 180]. At the same time, some authors illustrated that
trust, satisfaction, and service quality are factors which enhance quality

relationship generally and customer retention specifically [47, 132,
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181,182, and 183]. In this research about mobile risk management, it is
noted that; as mobile network penetration and technology have both
increased, attracting new consumers and maximizing customer retention

have become a very important issue for mobile operators [72, 179].

Some scholars have used "Loyalty", to explain customer's behavior,
as a parallel concept to mean retained customers; firms always aim to keep
satisfying customers in the long term [184]. Service companies have
recognized that customer retention and loyalty are the end goals. They have
to continue the businesses on the basis of sustainable long relationships

with their customers.

Many authors reported that committed consumers and clients have a
strong intention to stay in a long relationship with a company, which, in
turn, affects the subscribers' intention to cancel or extend the contractual
relationship with their mobile phone supplier [46]. Satisfying customers is
a direct determining factor in customer loyalty, which, in turn, is a main
determinant factor in customer retention [185], while others discussed that
customer satisfaction is a main factor for the customer retention but it is not
enough [186]. Because, switching barriers have a direct effect on the
customer retention based on many existing evidences [137, 187].
Therefore, the switching barrier with the interaction with the customer

satisfaction can have an influence on customer retention.
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The main challenges that may face mobile operators in today's
competitive and dynamic business are how to attract new clients and keep

current ones, especially young customers or users [179].

3.6 Perceived Service Quality:

Service is defined as an intangible benefit or activity that can be
offered from one party to another without resulting in the ownership
between them [188]. Service quality described as "the extent of discrepancy
between the customers’ expectations and perceptions" [76]. The service
which offered from any provider must be a high quality service because the
quality is regarded as a key factor for service differentiation and
competitive advantage which attracts new consumers and increases to the
market share. The quality of the provided service is an important means
for customer retention [189]. Mobile providers must create customer
commitment by providing service to their customers with high good quality

[137].

In a world where more products and services are becoming alike,
there is a question to ask which is, how do your products or services stand
out from the crowd? Differentiation is the only answer. It has been
discussed that service excellence enhances consumer's behavior to buy
again, and more, to buy other services, to become less price sensitive, and
to finally tell others about his or her positive experiences. Empirically

several studies have supported this assumption and those consistently find a
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positive relation between service quality and customers' behavioral
intentions [189, 190, 191, and 192]. All of that lead us to this fact;
nowadays dynamic and high competitive business, the innovation
strategies, ideas and approaches are critical. Firms at the leading edge of
innovation are likely to succeed and gain potential market share in the long
run. Many of researches and studies describe how consumers changed from
being passive recipients of product or service development in the 1970s and
1980s towards demanding to play a more active role nowadays. Recently,
consumers are co-creators of values because they are considered as a

source of competence.

A six-sigma strategy recognizes that each customer is unique and
each one today wants exactly what he or she wants, where he or she wants
it, when he or she wants it, at the price he or she wants [193]. Building
strong relationships with consumers is essential to companies' survival.
This requires enhancing the relationship quality, which involves trust,
satisfaction, and commitment [183, 194]. Service providers must provide a
high level of service quality to compete with other competitors [195, 196,

and 197].

An article investigated the relationship between emotional
satisfaction with the key concepts of service quality and customer loyalty.
Results revealed that service quality is positively associated with emotional

satisfaction, which is as a result positively associated with the customer
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loyalty. The findings of many scholars, who studied the effect of service
quality on customer retention, reveal that there is a direct correlation
between both of service quality and customer retention [170, 183, 198, 199,
and 200]. Several researchers have highlighted how it is important to
manage the service quality; because a firm could by that differentiate its
service offerings to deliver the best quality among its competitors [201,
202, and 203]. This would give firms competitive advantages which cause
more sales and profits by encouraging current customers to purchase again
in order to achieve long-term success and survival. As a conclusion, many
researchers agree on the significant correlation between service quality and
customer retention. So, understanding customers' expectations is the
starting process of managing service quality, because it is a perception
related concept. This means that companies need to measure their quality
service that meets and exceeds customers' expectations by asking them

directly.

In this research, customers will be asked about the quality of the
service provided by Jawwal and Wataniya and if that quality encourages
them to keep or switch based on its level. The literature on the relationship
between service quality and customer satisfaction is ambiguous [204]. It is
found that, three competing theories about the relationship between
customer satisfaction and service quality: satisfaction is a necessity and a
result of service quality, service quality is the predictor of satisfaction, and

both of constructs are interchangeable [87]. Moreover, it found that service
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quality is strongly and significantly related to customer satisfaction [205].
Many of empirical studies revealed that a higher level of service quality
was related to a higher customer satisfaction level [206, 207, 208, and 209].
High service quality may retain existing customers, and attract new
customers, and even pull customers away from competitors whose service

quality 1s perceived to be lower [210].

For this research and during the survey, customers will also be asked
if the quality level will affect their satisfaction, retention and even their

switching to another operator.

3.7 Customer relationship with Technology:

Technology 1s a body of knowledge that is applied practically to
solve problems that deal with industries and commerce and to create tools,
build up skills and extract or collect materials. New services, products, and

processes are themselves the output of developing technology [211].

Customers nowadays are very familiar with mobile communication
since it was introduced in 1996. So, they acquire a good knowledge of
mobile phone suppliers' characteristics and the offers which affect their
decision-making; making proper suitable choices will encourage those
customers to become involved in a long-term relationship. In addition,
mobile users understand very well the different services provided by
operators, such as multimedia messaging service and roaming, and

suppliers' product offerings such as Universal Serial Bus (USB), and
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personal mobile devices [212]. Also, providing different kinds of mobile
services with suitable levels of the mobile technology are considered the
highest challenge for mobile operators. That is because serving users in the
long term means producing high-quality services, which is seen as a key
factor and approach for success in today's competitive business

environment [76].

Interesting in new technologies like internet services on the mobile
phone is a noticeable behavior of the people. Besides, mobile companies
always add new technologies in their services and as a result, more and
more customers are buying mobile phones [130]. The hasty growth and
development in information technology (I.T) and mobile devices has made
the service markets of mobile phone more and more competitive. In order
to sustain the present growth rate in the telecom sector, Jawwal and
Wataniya need to take significant steps not only to retain their customers

but also to attract new ones [213].

As a result of high growth and development of information and
communication technologies (ICT) due to high demand from consumers,
mobile communication services is now shifting from voice to a
combination of high-speed data communication (HSDC) and multimedia.
At saturation point of number of customers, creating and securing new
customers are difficult and costly in terms of marketing. So, the best

marketing strategy for the future is to try to keep existing customers by
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increasing customer loyalty and his or her value. Earlier studies proposed
that customer loyalty is the main reason of a company's sustained
competitive edge, and is a crucial factor in companies' growth and

performance [70, 71].

Innovation 1s considered as the lifeblood of the mobile field. In fact,
mobile phones became the dominant internet access device in 2013. Thus,
there were around 1.82 billion smart phones and browser-equipped devices,
besides 1.78 billion PCs. [72]. Mobile operators need to apply a massive
investment in higher-capacity infrastructure, investing effectively in
networks remains as a big challenge and significant risk area. It is a
necessity to have the right infrastructure to keep customers and increasing
the market share. The risks associated by the new and constantly evolving

technology will affect network technology choices.

The time of technology usage decisions is also challenging, and
brings both opportunities and risks [160]. It is an important and beneficial
that mobile operators remain up-to-date with the latest technological
systems and services specially that related to the internet and to data

services.

Business is rapidly changing the method of its process. The internet
provides many opportunities for new businesses. It is a cost effective way
for attracting new customers and having new markets. Based on that, Firm

can use the concept of E- commerce that can minimize the time in setting
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up a business, with no need for offices or business premises. Because
simply, firm can design a website, and host it by an Internet service

provider. Thus business has existence even it has no physical location and

offices [214].

However, technology has its own list of risks. Some researcher
pointed out that risks exist in any business and also there is generally a
possibility that some things will not work out as they are supposed to and
planned. It is a wide knowledge that risks must be considered in business's

activities [215].

It is an important and a significant issue for management, relative to
operating security systems; they often underestimate the need for database

security.

Researchers revealed that, database must be secured and need high
privileges to be access to ovoid the associated risks as an example:
damaging or corrupting the database by wrong usage [216] .The area of
specialized expertise for a company is considered a core competency for it.
It is a collective learning of a company, especially on how to coordinate the
production skills and integrate many types of technologies [217]. Core
competence concept describes how the firm can gain competitive
advantages; thus, it is a valuable resource that a company must own, it

needs constant and continuous development and improving to be difficult
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for rivals to imitate [218]. Innovation opens up the organization to more

opportunities and to wider markets [219, 220].

The key benefit of used technology in services is the possibility to
personalize and customize [109]. This will make customers have a feeling
of being special and thus, he or she will be targeted directly by a company.
The advantages of technology use regarding loyalty for a company is that
huge amount of data about the behavior of the customer are collected on
the fly (click stream, purchasing behavior). Data offers the opportunity to
know a good information about the customers in general and use this
knowledge for building customer long time relationship with the loyalty
and thus avoiding the risk that may come from this factor [221].
Technological changes have moved competition from price or core service

to value-added services [222].

Recently, customers can go shopping with more choices, knowledge,
and value that may be brought by new technology to customers' daily life.
Usage of mobile phones has extended now from voice communications to
the internet. In addition to voice and short message services (SMS), Mobile
operators also offer email, internet browsing, multimedia services (MMYS),

video calls and rings tones [223, 224].

3.8 Environmental Risk:

Environmental risks involve social, competitive, cultural, economical

conditions and natural disasters that influence the life [225].
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Palestine is a country that does not have dangerous natural disasters
such as heavily snow-capped mountains, volcanoes, glaciers or severe
tornadoes, but at the same time it has a main disaster called "ENTEFADA".
Palestine is an unstable region since a long time ago and has witnessed
many crises and wars during its history. The cumulative results of those
crises established an unstable environment that affected all fields of life
including economy as one of the main affected fields. Economy in the
Palestinian territories 1s going through crucial and difficult experiences that
need to be treated directly by official ways. Thus, some strategic, short
term plans and policies are required to be formed and some of correction

actions to be taken [2].

Even that all efforts from the Palestinian National Authority to
develop the national economy after its establishment in 1994; The
Palestinian economy is still facing many problems and risk factors such as
difficult and an unstable environment and hard competition with Israeli and
foreign suppliers [3]. Also in Palestine, we have two operators (Jawwal and
Wataniya) that share the market and they must do the best to gain the
customers especially in a very difficult environment conditions. This can be
achieved by effective development of the risk management approach which

will be the main result from this research.

After the second operator (Wataniya) had started to apply its

services, customer retention became the main goal for the two companies
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we study (Jawwal and Wataniya) to maintain their market share. If they
don't consider good strategies to achieve that, they will be under the
pressure of the risk. Because of that, effective risk management is a vital
issue for both of them especially for Jawwal that has lost some of its

customers due to the second operator's competition.

Environmental risk can also be defined as arising when significant
changes occur in the fundamental assumptions that drive a company’s
overall objectives and strategies due to any external forces [226]. When
there are more competitors then it is likely that one or more will minimize

prices to obtain a larger market share.

This is a common action when the competitors in the field are of a
similar size and there is no clear market [227]. Businesses frequently do not
consider the reality of the competitions; they believe that the marketplace
contains no close substitutes, or that their success and growth will not
attract other competitors [228]. On other hand, core competence
differentiates the firm from its competitors through its capability,
competencies, and resource and therefore producing its competitive
advantage [229]. Companies compete for profit, customers, and market
share with their products and services that satisfy customers' needs. Core
competencies are professional combination of knowledge, proprietary
technologies, special skills, information and unique operating methods that

give the product or service which customers want to buy [230]. Risk is a
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key factor when it touches economic forecasts. Formal economic
forecasting depends on how the economy works. When businesses
establish an economic forecast, it is important that realistic assumptions are

made, as these will give an effect on the future of the business.

Moreover, during studying environmental risks, political risk must
be considered as a part of them. Political risk can be defined as the
probability that political factors will cause significant changes in a business
environment that negatively affect the profit and other objectives of that
business [231]. Countries containing more than one ethnic nationality have
a higher level of political risk. Unfortunately, many national leaders either
do not understand, or ignore the fact that political serenity, not cultural
attractions, forms the first and central requirement of business [232]. To
ensure the performance of the company, it must monitor its plans and
strategies against changing circumstances and update its plans accordingly
[233]. The competitive environment has further intensified because of the

entry of new competitors into the market [130].

3.9 Managerial consideration and Customer relation management

(CRM)

Discussion below aims to provide recommendations for managers to
implement. This section outlines concepts and theories that managers can

consider in context with the company.
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CRM initiatives have become popular in the business field. Some
authors define CRM as the, "holistic process of identifying, attracting,
differentiating, and retaining customers" [234]. In addition, CRM focuses
on strengthening business relationships with the belief that long-term
relationships with customers yield better results than short-term one [235].
Customer relationship management (CRM) is a new concept inserted in the
businesses and it has increased its importance during the last few years [43,
224]. It becomes a leading strategy for business in highly competitive

environment [236].

CRM helps management to implement effectively relationship
marketing on a company. It is considered as a tool and process that allows a
company to identify, understand and serve customers in the best way [237].
Companies are becoming increasingly aware of many potential benefits
achieved by CRM. Some of these benefits from CRM, namely; increasing
customer loyalty, improving customer service and support, more effective
marketing, and increasing efficiency and cost reduction [238]. After arising
of internet and new technology, CRM has been called E-CRM which is a
combination of software, hardware, applications, process, and top
management commitment to improve customer service and keeping
customer relationship [239]. To get repeat purchase behavior, a company
must understand really what is important to the customers [240] and to
understand that, data analysis becomes increasingly very important. This

data analysis can be relatively simple in field and no need for expensive
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CRM software [241]. Furthermore, it is noted that firms with the required
customer information in place produce superior performance [242]. A
company cannot reject serving the low value customers, because they still
produce some revenues. Therefore, what company must do is to adopt and
manage proper operating costs for different customer segments. Moreover,
data analysis will help to effectively manage and control marketing

spending on different customer segments [243].

However, while attracting new customers is a significant factor for
the growth of a company, this must at the same time produce incremental
business for sustainable growth and turnover. With keeping this in mind,
organizations must also focus on retaining deviating customers by putting
in place an effective win-back strategy [244]. The company must
understand customer's needs then, develop a communication plan to

reinstate the confidence customer in the business.

By this method, it is confirmed that lost customers can be induced to
come back again [244]. Managers must always focus on other changes that
are required for or affect on managing customer loyalty and effective CRM
[245]. This is particularly relevant given the need to handling complaints
effectively [60]. Well trained, helpful employees can also provide positive
switching barriers [187]. So, top management must also focus on

employee's satisfaction to yield customer satisfaction [246].
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3.10 Summary:

As the wireless communication field become highly competitive, it is
very important to retain current customers and attract new ones of other
operators. Thus, loyalty concept is crucial to business survival [119]
because the cost of attracting new customers is more expensive than
keeping old customers [120]. Therefore, companies must strive to increase
their share of the market by maximizing customer retention [121].
Moreover, when we compare with loyal customer, a non-loyal one is much
more influenced by negative information about the services or products
[129]. Therefore, retaining current customers and strengthening customer
loyalty appear to be very critical for mobile operators to gain competitive
advantages. Losing existing customers will be a harmful and a painful
situation for mobile communication companies, because it is considered
that companies have a profit not only from basic services but also from
different kinds of service plans through loyal customers. Since the
customer satisfaction importance becomes a key factor in today's business
environment, most of companies are focusing on the notion of customer
profitability and loyalty to increase share of the market and customer

satisfaction.

Many of the studies have been conducted to understand customer
satisfaction and loyalty in mobile services companies [46, 72, 122, 123, and

124]. Most of them emphasize that customer loyalty and its factors are
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important for the success of mobile services companies. Perceived
customer value and service quality are supported as drivers of customer
satisfaction [125]. Satisfaction is always considered as a main input for
customer loyalty. However, satisfied users may switch to another firm in

low switching costs cases [126].

Customer Relationship Management, the core concept of the
business to enhance customer relationship, is emerging as core competence
of a company. Establishing successful CRM of a company starts from
identifying loyalty and customers’ true value because, the customer value
will provide basic information to deploy more personalized and targeted
marketing. So, with help from information technology, customers become
more open to understand firm's brand. Thus, satisfaction alone may not be

enough to keep a long-term relationship [87].

Trust 1s a critical factor to build and maintain relationships between
customers and providers [119]. Thus it is a big challenging for companies
to stay alive and gain the market share by making their customer more
loyal to the companies. As competition increases, customers bargaining
power becomes stronger, and thus building trust and image becomes more
important strategies for companies and to focus on factors affecting loyalty
among consumers. Customer loyalty must be controlled and considered

during risk management process to keep the organization's main goals
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because losing customers is considered as a big risk that may face the

mobile operators [130].

Degree of the commitment is relatively tied to the level of fulfillment
of provided mobile service options by previous or current offers. Thus,
fulfilled services affect customer satisfaction which as a result affects the
commitment and the loyalty [127]. So, loyalty and commitment are related
concepts [128]. However, Due to the many alternatives available to
customers, they can easily switch service providers. Generally in the
business world, communication field is considered as one of the highest
customer churn rates which exceed 40 % annually [42]. Furthermore,
wireless operators are losing 2-4 % of their customers monthly; who cause
millions of lost revenue and profit. Therefore, applying E-CRM can help to
provide services based on customers' need and expectations [45]. Based on
that, one of the questions that Palestinian operators will be asked in the
interview is; if they have and interested in both of CRM and E-CRM

strategies and activities.

Corporate success depends on an organization’s ability to build and
maintain loyal and valued customer relationships. Therefore, it is essential

to build refined strategies for customers based on their value.
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Chapter Four

Research Methodology

4.0 Overview:

Research work generally means an investigation or study leading to
increasing in the knowledge and facts in a systematic and procedural
fashion [247], while methodology of the research is defined as a general

principle or philosophy which will guide the researcher in his study [248].

The research methodology describes how this study will be
conducted in terms of information and data collection, and the presentation
of the analysis with results. The main sources of data and information in
this research were a literature review and empirical research. This chapter
will address the research objectives and methodology of the research. It has
been mentioned that there is no true or false methodology but only high or

low useful ones [249].

In describing the methodology used in this research, this chapter also
discusses the research methodology itself, it aims to discuss the research
procedures and techniques used in this research, including research
approach and methods of data collection. Then, the research's limitations
were identified. Most importantly, this chapter presents credibility and
ethical considerations of the study. The research's findings and implications

will be discussed in the following chapters of this research. The objectives
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of this research must be remembered again very well before starting the
empirical research. The problem statement has illustrated the importance of
the risk management model for mobile communication in Palestine. So, the

goal of this research is to develop such a model.

The main goal of this research is to develop a risk management
model for mobile communication in Palestine, when viewed from a
business perspective. To achieve the main goal, the following secondary

objectives have been identified:

o To explore relevant existing theories and models related to risk and

risk ~ management, as they affect Mobile operators.

J To analyze and study some of potential risks factors that affect

Mobile communication in Palestine.

o To conduct interviews with managers in both companies Jawwal and
Wataniya and distribute a questionnaire to their customers to
determine those risks that should, from a manager's and customers'

perspective, consist part of the model.

o To get conclusions from the empirical analysis of the data associated
with risk management model, and to make suggestions regarding its

implementation in the Mobile communication in Palestine.
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4.1 Research Approach:

The purpose of this research is mainly to be exploratory in addition
to descriptive analysis, it will start as a descriptive research to understand
existing practices that control risks facing mobile communication field in
Palestine, and then to explore a developed model to manage those risks
effectively in Palestinian mobile operators. Generally, researches can be
categorized based on their purpose, thus; research can be considered as
explanatory, exploratory, and descriptive [249, 250]. Exploratory research
conducted to find out what is happening and identifying new experience,
new understanding, and to explore new factors related to the required topic
[251]. There are three approaches to conduct exploratory study: reviewing
available literature, interviewing focus groups and using qualitative

approaches with experts in the subject [249].

Descriptive research used to describe the situation and makes it
possible to answer many questions [249]. It defines the constructs of model
parts or theory elements [252], but it does not give up the nature of
relationships between elements themselves [253]. While finally,
explanatory researches are held to test whether an event causes another
[254]. The approach of any research is defined based on theory usage in
that research. The theory employed in a research may or may not be made
explicit in the research design; even though it will generally be made clear

in the presentation of research outcomes and conclusions [249]. Thus,
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research may be approached from inductive or deductive perspectives. It is
considered as deductive when it begins with the development of a theory or

hypothesis.

That means to start thinking from general to specific. While, the
approach is inductive if the research starts with an observation of a
phenomenon in an environment, then a theory 1is developed or
generalization is made based on data collection. Thus, thinking from

specific to general [255].

Therefore, related to major methods of theory construction, there are
two methods: deductive and inductive, "deductive theory represents the
most common view of the nature of the relationship between theory and
research. The researcher, on the basis of what is known about a particular
domain and of theoretical considerations in relation to that domain, deduces

a hypothesis that must then be subjected to empirical scrutiny” [256].

In this approach, the researcher develops a theory and designs a
strategy to test that theory. On the other hand, "with an inductive stance,
theory is the outcome of research. In other words, the process of induction
involves drawing generalize able inferences out of observation" [256]. In
an inductive strategy, theory produced from the analysis of the collected
data. Using a combination approach of induction and deductive is possible
depending on the focus goal and objective of the study [249, 255]. Both

approaches are essentially different as illustrated in figure 11 below:
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Deductive Approach Inductive Approach

Theory or principle Theory or Principle

Hypothesis Hypothesis

Examination of Relationships

Data collection /Observation

Figure (11): Deductive and Inductive Approaches [249, 255].

Data Collection/observation

Rejection/confirmation

An inductive approach is the most appropriate for this research,
based on the research's philosophical stance. This approach enables the
researcher to get a feel of what is going on and, consequently, to
understand effectively and deeply the nature of the problem [249]. In
employing this approach, the researcher usually uses a grounded theory
approach to data analysis and thus generates theory [256]. In addition, the
inductive approach enables the researcher to meet this research's objectives
and gain an understanding of customers' feelings about, and views of
mobile communication activities and loyalty to those firms. This approach
1s suitable for this research for many reasons. Firstly, it emphasizes gaining

an understanding of the risk management practice in Palestinian mobile
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operators by adopting a qualitative strategy based on interviews. Moreover,
this approach allows the researcher to understand and see the different
viewpoints of participants. Secondly, the inductive research allows the

researcher to be part of the research process [249, 256].

Research approach may also be classified based on another
perspective, to be qualitative, quantitative, or a mixture of both [257].
Qualitative research is more focused on words than numbers in quantitative
research design [256]. There are many methods to collect data in
qualitative approach, which includes surveys, interviews, and observation.
Qualitative approach relies on the collection and analysis of textual data

[258].

Qualitative research is concerned with the knowledge about the
problem from questions and thus the count of numerical numbers of how
many responded yes or no, is not necessity [248]. Qualitative research is a
good tool for accessing deep understandings, gathering data, rich insights

and obscure information [259].

On the other hand, a quantitative approach is collected to identify
and test research hypothesis, based on existing theory [260]. So, a sample
size of survey is required for statistical analysis issue [261]. Mixed
approach aims to use both of quantitative and qualitative approaches. The
goal of mixed approach is to benefit from the strengths of each of them and

reduce the weaknesses of each of them in a single research study [262].
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Researcher summarized advantages and disadvantages associated with each

approach as in the following table:

Table (3): Advantages and disadvantages associated with research

approaches.
Research Advantages Disadvantages
Approach
Quantitative * Easier to compile the data | * It is more costly than
onto a chart or graph. using qualitative
research.
* Research can be * It depends on numbers
conducted on a large scale | which change often.
and gives a lot more
information as far as value
and statistics
Qualitative * Easier to gain a better * You can only gather
understanding of the target | the information that the
market. small group gave to you.
* Low cost. * It doesn't allow for
statistical data.

The approach chosen for this research is qualitative and quantitative
(Mixed) approach. This research used qualitative beside quantitative
approach to explore what the term risk means to the participants, what are

the activities to manage risks. Therefore, this research is exploratory.
4.2 Data Collection:

The main sources of data and information in this research were a
literature review and empirical research. The main purpose of reviewing
the published literature is to establish what previous research has been

conducted concerning risks associated with the mobile communication
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field, to examine current risk management models and to determine what
many authors have written about this subject and topic. Literature review
helps in explaining the results from the empirical research related to the
questions [248]. In this research, literature sources were from the internet
sites, annual reports, journals, books, articles, newspapers, magazines,
masters' dissertations, doctoral thesis and case studies related to this

research.

To meet the research objectives, many data collection methods were
applied. The required information is gained by surveying customers. The
data is collected through structured questionnaire and semi-structured
interviews. An interview guide helps the researcher to gather standardized
data from all participants, to build new knowledge [263]. The interviewer
generally has a schedule and list of the main issues and topics that need to

be covered to keep the interview on track.

4.2.1 Empirical Survey:

A quantitative and qualitative (mixed) approach was chosen for this
research. The empirical survey which is used will be examined under the
following headings: design of the questionnaire, objective of the survey,
survey and analytical methods [264]. A survey is conducted usually in
business and management research to get data that seek an opinion of a
target population. It gives a chance to collect a large amount of data from a

large population economically. It often uses structured questionnaire [249].
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According to many scholars, the main instruments used in a survey method
are administered or structured/unstructured interviews and questionnaire or
a combination of both. Questionnaire generally, can be used for descriptive
study and must have a good layout, clear questions, complete and relevant
items with logical arrangements for them. It is very important also to have
the ability to elicit from respondents the willingness to answer the

questionnaire [249, 255, and 265].

In this study, structured questionnaire was used to collect data from

customers of both Palestinian operators Jawwal and Wataniya.

4.2.1.1 Interviews:

Interview is considered as one of the famous method for qualitative
research. It gives in-depth knowledge pertaining to experience of
participants and viewpoints of a particular subject [266]. Interviews are a
systematic method to gather information from individuals through
conversations either face-to-face or via a phone call. However, there are
many forms of audience design to get thick and rich data utilizing a
qualitative investigational perspective [267]. There are three ways for
interview design: unstructured interview (informal), semi-structured
interview, and structured interview which is standardized open-ended
interview [268]. Even though; there are different designs of interviews, all
of them have the same usage which is to provide valuable personalized data

[269]. For this research, the researcher chose to interview some experts
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with managerial levels who have good experience in wireless

communication field in Palestine.

Managers' interviews were to explore their views on risk
management aspects. Semi- structured interview was chosen in this
research. The interview questions were designed to be semi-structured for
the following reasons: it allows the participants to describe freely what was
important from their perspective by using their own words and statements.
This method of question-building gave the interviewees more space to
describe each issue in considerable detail. Thus, the researcher gave the
interviewees the chance to voice their opinions based on their long
experiences [270]. Sample size equals nine experts from managerial level
in Palestinian wireless field. The researcher requested from participants to
carefully read the questions of the interview and to give their comments on
any question that is not clear in construction and meaning to them. Efforts
were made to ensure that questions were clearly formulated, easily
understood and appropriately sequenced. All successful semi structured
interviews have been face-to-face meeting held in their offices for around
30 to 50 minutes. The researcher avoided long time interviews to prevent
participants from becoming tired which may affect the quality of their
responses. All of interviews have been documented by the researcher by

writing comments to help in the analysis stage.
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The key topic of the interview was the meaning of the term risk and
risk management as understood by managers. During exploration of this
concept, managers were asked to identify main types and sources of risk
from their point of view. The other topic was related to activities and
strategies of managing and dealing with risk specially related to the

Customer loss risk. From the interview; there were two main tasks to be

done:
1) Noting and Recording participants' answers.
2) Transcribing and coding.

In order to collate accurately the required information and enhancing
the research, while enabling the researcher to make good sense of what
current practice is, the following issues are considered. The researcher
needs to keep four separate sets of notes. First one is a brief and should be
made at the time of the interview. The second should be written as soon as
possible after each interview period. The third should record ideas that
arose during each interview. Finally, the fourth one should give the
researcher's analysis and interpretation of the collected data from each

interview.

Interview questions were given firstly to the supervisor of this
research and then to three managers in marketing and planning field (one of
them with doctorate degree in wireless field) to review and check if any

vague or confusing questions are found. Based on that, few comments have
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been reported and accordingly, questions were updated to be at the final

state as in appendix-A.

4.2.1.2 Structured Questionnaire:

Survey research is one of the several methods to conduct quantitative
approach in descriptive research [264]. One of the important tools of
survey research method is questionnaire survey, which is a quick and cheap
research tool used to gather data and information in a systematic and
organized manner from a sample of well-defined population. Usually, it is
designed to reach to well defined-objectives using a sequence of closed-
ended questions that allow the participant to choose an answer from a set of
choices offered by the researcher [271]. Questionnaire survey can be
applied in different ways such as on-line using web applications, or by mail
and face-to-face. Researcher applied and distributed it face to face among
students in universities who are the most familiar population with wireless

communication services [139].

The main objective of survey design using a structured questionnaire
was to extract the required information from the respondents to support
gathered data from interviews. That needs to use a well-constructed
questionnaire, which is used to gather data from the relevant unit of
analysis under research, usually, an individual [272]. Data analysis means
to categorize, examine, test and verify the collected data in order to get

meaningful results of the research [273]. Based on data analysis, a model
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will be constructed and presented for use in the field of mobile
communication in Palestine. In this research, survey method was selected
because it sought the opinion of a sampled population about a specific
subject matter and it combined the usage of qualitative and quantitative
approaches. The results could be used to derive and develop a model for
managing risk in Palestinian mobile communication companies. Interviews'
questions are derived from the literature review. Questionnaire for this
research was given also to the supervisor of this research and it was tested
at the same time by fifteen participants to find out if it was understood
easily or it needs more clarifications. Fifteen participants were asked to
answer the research's questionnaire and check if any vague or confusing
questions are found. Based on that, few comments have been reported and
accordingly, the questionnaire was updated to be at the final state as in the
appendix-B. The questions of scale have been translated from English to
Arabic by the researcher and approved by an academic interpreter with
final agreement from the supervisor of this research (See Appendix-C). The
same approval was taken on converting Arabic to English results during the

analysis.

4.2.1.3 Design of the Questionnaire:

It 1s well known that qualitative data collecting methods depend on

questions as the means to extract required data [272]. So questionnaires
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were the best source to solicit information from participants who are

customers of wireless operators.

A questionnaire was designed in the format of Likert scale for data
collection. The responses ranged between extremely high agree (1), agree

(2), normal (3), disagree (4) and extremely disagree (5).

A structured questionnaire was designed to establish what the
customers of both operators in Palestine (Jawwal and Wataniya) really
want from their providers and what the main impact on their loyalty 1s. The
questionnaire 1s divided into two parts, demographic (institutional
information) and statements related to risk and customers' opinion. These

were rated on a five-point Likert scale, as stated before.

Institutional information, which includes:

. Gender.

. Age.

. The education level.

. Number of years the customer using the operator services (seniority

of the customer with the operator).

Even that, this research is mainly concerned with the development of
a risk management model for the mobile communication in Palestine; this

information could be useful for further research purposes.
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The second section, consisting of many statements, is concerned with
risks associated with the mobile communication in Palestine and related
opinions from customers. The questions included in the questionnaire are
based on the literature review carried out in chapters two and three in this

research.

A five-point Likert scale was used in most of the questionnaire to

assist with statistical evaluation of the responses received.

4.2.1.4 Access Strategies:

The researcher introduced himself to respondents as a student
conducting the study and sought permission from them before asking them
to respond to the research's questions. Respondents were also assured of

anonymity and confidentiality of their responses (Appendix- C).

4.2.2 Population:

The target population in this research comprised all subscribers and
customers who are individual users or subscribers of Jawwal and/or

Wataniya in Palestine.

4.2.3 Sampling;

For this research, it was very important to select respondents who

actually understand the true nature of mobile communication field.
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Customers of the two major mobile communication firms in Palestine were

sampled for this research.

Researcher mainly, concentrated on Students sector in Palestinian
universities for many reasons. One of these reasons is that, students are
qualified in using wireless services and applications. Also, the nature of
students' work nowadays in their universities requires the use of mobile
service to conduct research and contact their friends and lecturers during
discussion of some academic issues. Moreover, students are very active
users of mobile communication [139]. Experience of respondents is very
critical to determine the customer satisfaction level in mobile phone
operators. It is very important to ensure that all respondents have some
knowledge and experience in wireless mobile service usage and thus, they

will be able to answer the questionnaire accurately [37].

4.2.3.1 Sample size:

Out of the sample frame of all subscribers in Palestine, a sample size
of respondents was selected based on the judgment of the researcher
because of cost and time constraints. Using a larger sample in this research
will require a high cost that the researcher could not afford. Again, the
time limit within which the research was to be finished would not allow
using a larger size. The judgment of the researcher was supported by the

following equation to calculate the sample size [274].
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Z:* (p) * (1-p)

CZ

§8=

Where:

Z =7 value (e.g. 1.96 for 95% confidence level)
p = percentage picking a choice, expressed as decimal (.5 used for sample
size needed)

¢ = confidence interval, expressed as decimal

(e.g., .05 =4+5)

Equation 1: Sample size equation [274]

Jawwal Operator has 2.5 Millions of customers While Wataniya has
0.6 Million of customers till the second quarter of 2013 [275]. Based on
that, applying the sample size calculation will yield 800 samples to be
involved in the questionnaire that researcher will distribute. In qualitative
research, there is no correct answer to the question concerning the number
of participants to be considered as a sufficient number for contacting and
selecting. While in quantitative research, the main factor that defines the
sufficient number of participants is the statistical method that will be used

in analyzing the collected information [2, 276].

Thus, enough amounts of interviews (Qualitative) should be held,
and related to some authors; at least eight successful interviews are

required for pattern (Thematic) analysis [277].
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4.2.3.2 Sampling techniques:

In this research, the researcher used the convenience sampling
technique which is one of the non-probability sampling designs.
Convenience sampling involves gathering the required data from
individuals of the population who are conveniently available to answer the
questionnaire [276]. The sampling units are both of male and female
mobile phone users of Jawwal and Wataniya in Palestine. Data have been
gathered from those samples by the use of questionnaire. Data was
summarized in the form of simple frequency statistics (quantitative) and

descriptive (qualitative) using Pattern analysis.

4.3 Data analysis:

In this research, several data collection methods were applied.
Structured questionnaire and semi- structured interviews were the main
data collection methods that selected by the researcher. Questions for both
of interviews and questionnaire were developed based on relevant literature
review and reviewed many times to ensure the accuracy of the collected

data.

Data analysis is the process to categorize, examine, verify, and test
the collected data in order to find meaningful results and outcomes of the
research [273]. During analysis step, data will be summarized and
described. Techniques used in data analysis are dependent on the type of

the collected information and the applied methods for that collection [256].
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The obtained results were discussed, and conclusions were formulated to
develop a risk management model for Palestinian wireless operations. Deep
analysis will be shown in the next chapter. Firstly, overview of the
statistical process will be given and secondly, results will be reported. The
data collected by means of the structured questionnaire was handled and

analyzed using Microsofte Excele software for basic analysis.

For the qualitative data, different techniques can be used to analyze
the collected data. Analysis strategies can use any of these techniques for
data analysis process. One of them is pattern matching. This technique can
be used for descriptive "qualitative" research [273]. It compares the
predicted or proposed (based on literature review) with an empirical one
[278]. There are three stages involved in pattern matching analysis during
writing on qualitative research data analysis. Stages started with data
sorting and reduction in order to select ones which are valid and relevant to
the study ready for conclusion, secondly is displaying those data, then
finally is deciding what things mean, and from filtered responses project
observed pattern or wanted model. Pattern matching "thematic analysis" is
a flexible technique that allows to use theoretical frameworks and also to
produce new insights [279]. Because of that, thematic analysis has been
chosen to analyze the data. It is useful to increase research understands of

actual practices for risk management [280].



4.4 Research Plan:

The following section discusses the research plan. It has been

illustrated in the figure below:
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Figure (12): Research Plan.

Inductive research allows the researcher to combine several
qualitative methods to have rich data and improve research validity [249,

256].

In this research, the researcher employed several data collection
methods, with semi-structured interviews forming the main method,
supported by questionnaires. Questions of the interview were developed
based on the literature review to seek information about operators' general
understanding of Risk Management (R.M.), their risk management
Practices, risk management's impact on customer loyalty. Questions of
interviews were reviewed several times to ensure accurate data collection.

At the analysis stage of gathered data, data will be described and
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summarized with some original findings highlighted. Techniques employed
in analyzing data are dependent on the type of the information collected,

and the methods of data collection used [256].

In this research, mixed data scheme research was employed and the
findings from questionnaires and interviews will be analyzed in the next
chapters. Thematic analysis is a technique for making replicable and valid
inferences from texts to other meaningful topics and ideas. It helps to
increase a researcher understands of particular phenomena and/or informs
practical recommendations. It is useful in analyzing large numbers of

critical events [280].

4.5 Research Credibility:

Research methodology needs to have the characteristic of credibility.
Thus both of results and means must be sincere and right [249]. In this
research, efforts were made to ensure validity and reliability, which are
important at every step of the research methodology. Validity refers to
accuracy of measurement which means that, the measurable concepts or
attributes are exactly measured by statistical instrument [249, 255]. Other
authors considered that the concept of validity is to do your task, job or
research with the integrity of results and conclusions generated from
professional and good quality research [256]. So, validity determines the
quality of results and leads to the research findings being accepted as true

[280].
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Related to the content validity, it is usually achieved by seeking
opinion of other experts or investigators. Interview questions and the
questionnaire for this research were given to managers in marketing and
planning field to review the content validity as a considered way to have
the validity of the tool which by the data will be gathered [3, 249]. The
questionnaire was also tested by fifteen participants to find out if it was
understood easily or it needs more clarifications. Fifteen participants were
asked to answer the research's questionnaire and check if any vague or
confusing questions are found. Based on that, few comments have been
reported and accordingly, the questionnaire was updated to be at the final
state as in appendix-B. Moreover, to validate questionnaire's results, the
researcher adopted the last option in question number (three) to validate
answer on question number (two). However, the questions of scale have
been translated from English to Arabic by the researcher and approved by
an academic interpreter. Supervisor of this research approved the final

questionnaire's statements.

According to validity in qualitative research, some authors stated that
validity reflects the accuracy in interpreting what is going in the minds of
participants and the degree to which the researcher correctly understands
their thoughts, views, feelings, intentions, and experiences [281]. The
consistency of findings when the research object has been repeatedly
measured is known as "Reliability" of the research. It is a main issue to

check the reliability of data before starting data analysis step in order to
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determine the credibility of analysis outcomes. Reliability checks whether
or not respondents' selection for any one indicator tends to be related to
their selection for the other indicators [256]. By interviews and
questionnaires, the viewpoint of both Palestinian wireless operators and
customers' perceptions enriched the discussion and strengthened research

validity.

In terms of qualitative data by semi structured interviews, pattern
analysis was selected to analyze the data. Thus, enough amounts of
interviews should be conducted to have valid results. Based on some
authors who said that, at least, eight successful interviews are required for
pattern (Thematic) analysis [277]. To validate research's results, the
recommended model for managing the risk in wireless mobile operators in
Palestine, was evaluated by many experts in this field. They stated that it is
a suitable and easy one to be implemented in a special environment in

Palestine. It was accepted by them.

4.6 Time Horizon:

Related to time horizon, the design of the research can be cross-
sectional or longitudinal. A cross-sectional research focuses on a specific
topic at a specific period of time [249]. A cross-sectional research divided
to be a single or multiple. When one sample of a population is selected and
studied at a particular time it is considered a single cross-sectional study.

Otherwise, when two or more samples of a target population could be
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studied once, that is considered a multiple cross sectional study [265]. On
the other hand, it is longitudinal where a specific topic or phenomenon is
studied at different periods of time. This can also take a form of a single
and multiple longitudinal studies. In this research, a cross-sectional design
was chosen because data was collected from a cross section of users of

mobile networks once and not for different periods of time.

4.7 FEthical Considerations:

It 1s the aim of this research to be an ethical; researcher endeavored
through this research to treat with respect all participants. Due to the
competitive environment, confidentiality, and sensitivity of information,
the researcher ensured that all information and questions used in this
research were matching securities obtained by the operators’ policies. The
researcher got permission from all participants before getting any
information from them. All data gathered during the research has been kept
highly confidential, to prevent any possible harm to the involved parties.
Finally, the researcher declared to all participants that any personal or

organizational information or data would be treated anonymously

(Appendix- C).
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4.8 Research Perspectives:

Research perspectives

Purpose Data

collection

Approach
(Type)

Exploratory & Inductive & Semi-Structured interview

& structured questionnaire

Description (Mixed)

Figure (13): Summary of Research Perspective.

Time
Horizon

Multiple
Cross-

sectional
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Chapter Five
Data Collection and Analysis
5.0 Overview
5.1 Current Risk Management Practices (Interviews)
5.2 Customers' Perception Analysis (Questionnaire)

5.3 Summary
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Chapter Five
Data Collection and Analysis
5.0 Overview:

Data analysis means dividing data into meaningful parts, and then
manipulating these parts together to get a description and conclusions of
the required issue [282]. Moreover, data analysis process involves
examining, categorizing, tabulating, and testing of data or otherwise
recombining factors and evidences [273]. After representing the data
collection methods in the previous chapter, the researcher will analyze
these data in this chapter. This chapter presents the findings obtained from
data collection methods used in this research (i.e. semi-structured
interviews and questionnaire). The findings are presented in two parts that
represent research approach of this research. Firstly, current risk
management practices (interviews), and secondly customer perception
analysis (questionnaire). However, outputs of these two parts complement
each other to achieve the main propose of this research which is a
developed model for risk management in Palestinian wireless mobiles

operators.
5.1 Current Risk Management Practices (Interviews):

It is clarified in the research approach that the initial step of this

research will start with describing the current risk management practices in
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wireless mobile operators in Palestine. Semi structured interviews were
adopted as a tool to collect qualitative data. The purpose of this step was to
understand current risk management practices and to get feedback from
wireless mobile operators' experts in Palestine regarding this research, and
to learn from their experience how to develop successful risk management
model, and thus; exploring a developed model for risk management.
Therefore, semi-structured interviews with nine experts have been
conducted to get qualitative data; the experts have managerial positions in
wireless mobile communication field in Palestine. Researcher couldn't
contact extra numbers of experts due to some limitations in the time and

some of the Palestinian operators' restrictions and regulations.

For this research, there are twenty questions for interviews (see
appendix-A). Nine experts in Palestinian wireless communication field
have been interviewed to get required information which helps the
researcher to understand and describe the current risk management
practices in Palestine. Table-4 below contains the managerial position of

each expert.
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Table (4): Managerial position of each expert

Z
o

Managerial Position

Marketing Director

Services and Products Manager

Customer Operations Dept. Head

Project Manager

Human Resources Director

Strategic Planning Director

Network Operations Director

Customer Care Director

O |0 (I[N | |WIN|—

Information Security Manager

In order to collate accurately the required information and so deepen
the research, while enabling the researcher to make good sense of what
current practice is, the following issues are important to be considered. The
researcher needs to keep four separate sets of notes. The first one is a brief
and should be made at the time of the interview. The second should be
written as soon as possible after each interview period. The third should
record ideas that arose during each interview. Finally, the fourth one should
give the researcher's analysis and interpretation of the collected data from
each interview [283]. Based on literature review, nine-interviewed experts'
data are valid for thematic analysis after inducting the interviews in order

to produce perceptive themes [277, 279].

All notes and data taken from the interviews were reviewed
carefully, and transcribed very well by the researcher to be in a unified
structure. Researcher has nine transcribed copies of raw data which were
ready for the next steps of analysis. Those steps started by reading many

times and understanding gathered information in the nine transcribed
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copies until the researcher be familiar with them. Based on that, codes were
generated by ascribing each sentence by a code that describes the main
essence of it. Those codes were arranged on the basis of relationship
between them to find and prepare related themes. Relations between
theoretical understanding background and generated codes helped into
finding the themes. Themes were reviewed by checking them against the
individual transcripts and the entire data set. Moreover, the researcher
moved forward and backward between the whole data as more reviews

would guide in determining and updating the final themes as shown in

table-5.

Table (5): Generated Codes and Final Themes.

Codes Discussed Issue Themes
Risk - Management's Risk perceptions Identification of
Risk - Definition of Risk Management Risk
Management - Importance of Risk Management Management
Risk's register - List of Risks which affect and face
- Palestinian wireless operators
Strategy - Risk Management strategies. Risk
-Clearness of Risk Management Management
strategies. strategies.
Cost - Cost's effect on selection of Risk
Management strategies.
Resources - Allocation of resources for Risk
Management strategies.
Periodic review |- Periodic review of Risk
Management strategies.
Activities -Involved  Activities in  Risk | Risk
Management Management
Objectives - Clearness of Company's objectives. | activities.

Key person

- Key person for Risk Management



Training
Communication
skills
Documentation
Customer
feedback

CRM

Image

Trust

Loyalty
Customer
Switching
Tools

KPIs

TPM
Complaint
Handling
Technology
Equipments

Licenses

Competitor
Environment
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- Employees' training
- Employees' Communication skills

- Risk Management Documentation

-Customer  feedback in  Risk

Management

- CRM Importance.

- Company's good Image

- Customer Trust

- Customer Loyalty

-Satisfying  Current

customers.

- Used Tools in Risk Management
Monitoring Indicators in Risk

Management
- Customers' Complaints Handling

and new

- Not up to date Technology.

-Shortages and Limitations in
Equipments.

- Occupation Restrictions.

- Licenses  Permissions  and
approvals.

- Occupation Regulations.

- [llegal Competition.

- Economical Conditions.

- Special Palestinian Environment

Success factors
n

Risk
Management

Customers'
Relationships

Risk
Management
Tools and
Indicators.

Obstacles of
Risk
Management.

The researcher summarized findings from interviews data in current

risk management practices as in the following themes:

5.1.1 Identification of Risk Management:

This theme was aimed at ascertaining respondents' general back

ground knowledge of risk and risk management. Thus, the purpose of this

theme was to understand management's risk perceptions in Palestinian



136

wireless operators. All interviews revealed that risk is unknown,
uncertainty and unpredicted results that affect negatively on the
performance, growth and reputation of the business. Most of experts
confirmed during interviews that risk management is a systematic process
to handle the risk daily and directly in order to reduce bad impact level of
the risk to the accepted level. Also, another target of this theme was to
understand opinions of respondents about the importance of risk
management for their companies. The importance of risk management is

clear based on the respondents' opinions.

The findings from all respondents were that risk management is very
important because it helps to achieve objectives and maintain profits
ranges. Services quality and market share also need the -effective
management of the risk. The effective management of risk enables wireless
mobile operators to maximize opportunities and to achieve objectives with
outputs. Moreover, they mentioned that risk management is important to
maintain their ability to foster and mobilize global society growth which is
relying on using and benefiting from wireless communication. Related to
common risks that Palestinian wireless operators encounter during their
risks definition; all respondents, focusing on their experience, agreed that
customer loss has a significant impact on profit especially in a competitive
environment. They stated that wireless operators must have a considerable
effort in convincing customers to stay with them. Moreover, they stated

other common risks like illegal competition, limited equipment due to
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Israeli regulations and lack of available technology due to license
difficulties because of occupation restrictions. Based on results from
interviews, main risks that face mobile operators in this high competitive
business environment are how to attract new subscribers and keeping

current ones.

Respondents agreed that, the effect of losing customers or their
switching could be detriment on revenues and service continuity.
Therefore, to control and overcome this risk in a high dynamic competitive
environment, wireless operators should develop many strategies to respond

to customers' expectations and requirements.

Based on that, researcher asked about the main risk among listed
types of risks that mentioned by Palestinian wireless operators to know if
they consider losing customer as a main risk they face during risk

identification step.

As noted, interviews data revealed the same thing from the
respondents who confirmed that customer loss is the main risk that they

must mitigate and control.

5.1.2 Risk Management Strategies:

This theme is important to check if Palestinian wireless operators are
concerned with risk management and if they handle it as a strategic

process. Most of respondents revealed that they have strategies to deal
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generally with risk, but those strategies still immature. For each different
department, there is a specific strategy, alternative process and contingency

plan to control related risks and to reduce its bad results.

Moreover, the researcher aimed to know how the best practices in
Palestine control and manage the risk. Also by this theme, the researcher
will check if an enough required resources have been allocated and if the
cost factor affects the treatment option or strategy that selected by
Palestinian operators. Respondents mentioned some of treatment options

that may be considered to handle the risk as in the following:

. Avoid the risk.

. Transfer the risk.

. Share the risk.

. Mitigate the risk.

. Accept the risk.

Thus operators were asked to explain which of the above options are

used as a best option in their practice.

Based on interviews, all respondents demonstrated that, a selected
option depends on the risk type, assessment and category (major and
minor). Mainly, they assume and control the risk (mitigate) and in many

other cases, it can be transferred to insurance companies. Respondents
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confirmed during interviews that their companies take the cost in the
consideration when they select the required strategy to deal with the risk
because as an example, risk sharing differs somewhat from risk transfer in
that not all of the risk is transferred to a third party, but still part of the cost

of the risk is retained by the operator itself.

At the same time, all respondents agreed that, all required resources
are allocated very well for risk management process in their companies to
overcome a risk. As an example, resources that allocated for contingency or
emergency plans. However, each selected strategy must be evaluated to
check to which level those strategies can control and overcome the main

considered risks.

The majority of respondents agreed that they have good strategies in
their companies to overcome risks and they do the best in this issue. Some
of them revealed that the main risk which is customer loss can be
controlled by loyalty programs and services diversification. All that will
help in customer retention. It is also important to know by researcher if risk
management strategies and activities are updated and if that happened

periodically.

Some Palestinian experts mentioned during the interviews that risk
management process are updated but not periodically. And they confirmed
that, those processes are reviewed at some new events. The majority of

respondents explained that risk management process and activities are
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immature and those activities are updated in specific functions and
departments but not in general for a company as a whole. All of them
agreed that wireless operators should monitor and periodically review the
risk which is determined as acceptable to ensure that it remains under

control and accepted level.

5.1.3 Risk Management Activities:

The purpose of this theme was to explore how importance of risk
management in the company and if they are considering this topic as a
specific section with a key person. Interviews revealed that, there is no
specific section in their companies for risk management in general. But,
there 1s an assigned committee in some departments to be responsible about
risk management activities. In regards to findings which obtained from
interviews, researcher noted that, there is no key person assigned for risk
management in the respondents' companies. It is very important to obtain a
detailed picture of risk management activities that operators use, and to
learn which risk management process they follow. The findings from
interviews revealed various detailed activities for risk management based
on their related departments and responsibilities, but most respondents
stated the same general risk management frame or model. They started with
risk identification then they quantify and assess the risk to prepare the
suitable treatment action or strategy. After that, control actions are applied.

To confirm that risk is controlled very well, they keep monitoring and
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evaluation. Researcher noted that some of steps are depending on their
experience and don't rely on specific techniques, while other steps are
immature like getting feedback, documentation and periodically updating

for those process and activities.

Moreover, the researcher aimed to evaluate those activities that used
in the risk management in Palestinian operators. In other words, "Does the
selected option effectively reduce the risk to an accepted level?" In regard
to findings from the interviews, results showed that most respondents saw
risk management activities as useful in controlling and reducing the risk to
the accepted level. Good and successful activities make the communication
more relaxed and understandable. Respondents were asked if their
company's objectives are defined well and if those activities are very well

known by employees in all organization levels.

All respondents confirmed that, most of their companies' goals and
objectives are known very well in general. That is a good indicator which
yields to understand how risk can affect negatively those objectives and

thus be more aware.

5.1.4 Success factors in Risk Management:

Interviewees consider risk management as successful if it achieves
required objective and enhances overall performance of wireless operator.
Required objective of risk management is to control and mitigate risks that

Palestinian wireless operators face. As noted from the interviews, all
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respondents revealed that there is no overall training for all employees
about risk management aspects. But particularly, there are some of training
programs in some departments for some employees about related risk
activities. As an example, there is some of training process about "How to
deal with fraud?" to prevent risk consequences from that fraud on profit as
a main affected part. They suggested that, the scope of Risk Management
activities should encompass risk management training for all employees in
different levels because; well trained and helpful employees can help to
achieve effective risk management. Thus, every member in the staff at any
level in their operators must understand and feel his responsibility for risk

management within his span of control.

In addition, the image of the company is important to affect customer
loyalty and to avoid customer loss which considered as a main factor of
risk that must be controlled by Palestinian operators. Respondents
mentioned also that communication skills are considered as one of many
important factors that employees are evaluated based on them yearly and
their companies enhance employees' skills as an important attribute of the
company's image. Researcher also wanted to investigate the extent to which
operators use a document or database and to know the importance of such
documentation in risk management process. Thus during the interviews,
most of respondents stated that, risk documentation is immature and need
to be developed in a proper way. Documentations are prepared particularly

in some departments. However in some cases, operators document the
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reasons for the assessment to provide a record of the thinking that led to the
decisions. Future risk assessment will be helped by like these useful

documentations.

The findings from interviews were that, any existing documentations
for risk management are referred to at some times by responsible
committee in similar occurred events or histories to get the same treatment
or strategy which by the same risk was previously controlled successfully.
At the same time, they said that operators should understand how
importance of the feedback from customers during risk management

Process.

The majority of respondents revealed that customer feedback is very
important issue and it is gained by customers' survey, call center and
customers complaints. One of the respondents stated that, they apply
customers' survey and questionnaire by a third party to collect required data
and feedback. Finally, high commitment of both management and team to
risk management activities is an additional factor for risk management

SUcCCcEsS.

5.1.5 Customers' Relationships:

The purpose of this theme was to investigate how operators can build
and establish long term relationships with their customers to maintain their
loyalty and to prevent their switching. So, as revealed by respondents

during interviews, it is a big challenging issue for operators to stay alive



144

and gain the market share by making their customer more loyal to the
companies. As competition increases, customers bargaining power
becomes stronger, and thus building trust and image becomes more
important strategies for their operators and to focus on factors affecting
loyalty among consumers. Customer loyalty must be controlled and
considered during risk management process to keep the operator's main
goals because losing customers is considered as a big risk that may faces
the mobile operators. Respondents confirmed that their companies are
concerned with creating their special image and brand. Therefore, they do
the best for customer retention because that increases the profit of the
operator and minimizes both costs and customer switching in the long run
which will lead to reduce the risk associated to this field. Based on that,
customer retention is considered as an important issue in Palestine which
witnesses a critical environment and difficult economy state. So,
respondents agreed that operators must have an extra effort to improve
customer retention rates, especially in highly challenging and changeable
markets such as mobile phone sectors that reached high levels of market

penetration recently within a short time.

Most respondents said that, their operators apply mobile devices
contracts with their customers to keep their loyalty and market share. At the
same time, to establish the desired long relationship with customers,
operators need to provide a good quality of their services. Therefore, all

respondents mentioned that mobile providers must create customer
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commitment by providing service to their customers with high good

quality.

Also, respondents said during interviews that their companies reduce
the desire for customer defection by ensuring their loyalty which born from
effective complaint handling procedures. However, after arising of internet
and new technology, Customer Relation Management (CRM) has been
called E-CRM which is a combination of software, hardware, applications,
process, and top management commitment to improve customer service

and keeping customer relationship.

Because of that, Palestinian experts in wireless mobile
communication field were asked during the interviews to find out if they
have and if they are interested in both of CRM and E-CRM strategies and

activities.

The findings from this research during the interviews showed that,
most of respondents revealed that their companies have an integrated
system for CRM. They agreed that this topic still in process and need to be
developed, updated and moderated. They believe strongly investing in this
issue. Moreover, corporate success depends on an organization’s ability to
build and maintain loyal and valued customer relationships. Therefore, it is
essential to build refined strategies for customers based on their value.
Findings from interviews revealed that operators have classified their

customers based on their values and each of them has a special offer.
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In addition, findings of respondents during the interviews revealed
that, majority of them confirmed the importance of establishing a good
relationship with customers through a good quality of provided services
that meet customer expectations and handling professionally their
complaints. Also, respondents mentioned that good price offers and social
responsibility are usually helping to increase positive word of mouth
between customers which enhances customer trust and operators' good

image which will as a result help in risk management for this topic.

However in regard to findings from interviews, the majority of
respondents stated that concentrating more on satisfying current customers

1s more effective strategy than acquisition new ones.

Mobile operators concentrate more on satisfying existing customers
to prevent their switching or being attracted by others for two main reasons.
Firstly, attracting customers' costs operators a lot of money, time, and
efforts which means that, the cost of attracting new customers is more
expensive than keeping old customers. Secondly, mobile operators in
general, do good business and have high revenue through selling different
services and products to both of existing and new customers. Thus as a
brief conclusion, most of respondents agreed and confirmed that good and
long customer relationships depend on many factors that operators must
understand and follow like as examples, trust, image, customer loyalty,

quality, price, complaints handling and E-CRM.
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5.1.6 Risk Management Tools and Indicators:

The purpose of this theme was to find out how the common risks
faced by operators are defined or evaluated, and based on what indicators,
tools and techniques. Respondents agreed that, Palestinian wireless
operators should monitor and periodically review the risk which is
determined as acceptable to ensure that it remains under control and
accepted level. Many techniques could be used to help in risk identification
like as an example, What If Technique and the Next Accident Assessment.
But respondents stated many other ways which through, they can define
different types of risks. Some of them mentioned that, risk can be defined
and recognized based on risk registers or based on historical data base.
Others revealed that they can define it based on their long experience or
through complaints receiving. One of them added that risk will be defined
by asking the help from the consultants in this field. All of respondents
agreed that, these issues of risk identification and evaluation are done

periodically at each strategy work shop which occurs annually.

And they mentioned that, the key to the risk monitoring process is to
establish indicators which help in evaluating the operator status by
managers and other key personnel. Indicators should be designed to
provide early alarming of potential problems to allow fast management

actions.
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The important concept in risk management is the awareness and
continuous study with good knowledge of wide risk areas. During the
interviews' questions, respondents were asked to identify which methods
they used most frequently to determine and evaluate risks in their practices
and which are the factors they feel as the most important to be considered

when determining the risk.

The analysis highlights that the following methods are mainly used

to determine and evaluate risk:

. Customers Complaints types.
. Customers Complaints rates.
. Drop in turnover. And

. KPIs (Key Performance Indicators).

This indicates that the operators realize the importance of satisfying
the customer's needs. Every business is concerned when there is a drop in
turnover as this means a drop in income and therefore a drop in profit. It
must also be realized that if the number of complaints increases, then
customers may switch their provider. In terms of analyzing any potential
risk, all information related to any risk situation must be gathered and
evaluated to be able to take suitable action to minimize the bad impact of

the risk or to exploit an opportunity presented by the risk.
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The respondents furthermore revealed that, when determining risks,
the following key factors are considered: economic growth/decline, how
the company is affected, probability of risk occurring, turnover and
planning. These factors which have an impact on the company are therefore
influence the planning of ways to deal with risks in the event of their
occurrence. Researcher during interviews aimed to find out if there is a
special effort in Palestinian wireless mobile operators for customers'

complaints handling issue during their risk management process.

Majority of respondents demonstrated that they have special units in
their companies to deal carefully and directly with customers' complaints.
One of these units 1s called customer care section and another one 1s called
quality assurance. Some of them explained the importance of having a
special channel and phone line to receive only complaints from customers
who can call freely at any time to find the support from very well trained

employees with high level of communication skills.

5.1.7 Obstacles of Risk Management:

The researcher aimed by this theme to know the importance of last
updated, newest and highest technology on this business. By the way,
firstly and before starting talk about this topic, it is important to remember
the importance of innovation in any business in general. As respondents
said that, innovation is considered as the lifeblood of the mobile field. The

risks associated by the new and constantly evolving technology will affect
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network technology choices. The time of technology usage decisions is also
challenging, and brings both opportunities and risks. Respondents also
revealed that, it is an important and beneficial that mobile operators remain
up-to-date with the latest technological systems and services specially that

related to the internet and data services.

All experts who have been interviewed confirmed that applying new
technology to the customers is very important and any delay in that issue
will be a significant risk. But in the same time, all respondents also
explained that, due to special situation in Palestine and because of
occupation's regulation and constrains, wireless technologies are not up to
date. Palestinian operators suffer from this lake of available technology and
they waste a very long time waiting the approval to have a license for
newest technology from Israeli part. The same thing occurs in getting
allowance for importing required equipment to be used in that required

technology. All of these form an obstacle in risk management.

In addition, the researcher aimed to see if the competitive
environment or economical conditions affect operators' plan and if those
are considered when the list of risks is identified. Information of interviews
revealed that, the important concept in risk management is the awareness
and continuous scanning with good knowledge of wide risk areas.
Operators must stay aware of changes in all circumstances with keeping

continuous collection and reviewing customer information. Moreover,
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interviews' results confirmed that surrounded environment specially the
competitive one and economical scale changes are significant key factors
that must be considered to keep business growth and survivals. That can be
handled by good customer relationship strategies and providing suitable
offers with high quality of services to keep the market share and react with
the competition from other operators. However, all respondents explained
how much illegal competitive from Israeli operators and unfair occupation's
regulations can affect negatively on Palestinian operators. Many times,
strategic plans and activities are changed accordingly to overcome arising

problems from that.

Finally after all activities, process and plans that operators do their
best practice, it i1s important to know their opinion about their customers'
overall satisfaction level. Findings from interviews showed and confirmed
that, customers are satisfied based on respondents perception. This finding
will be confirmed also based on the analysis of distributed questionnaires to

customers.

The researcher summarized his findings from interviews data as
follows; operators in Palestine that are specialized in wireless
communication adopt New risk management processes in order to manage
and control different types of risks as proper way for business growth and
success. Moreover, liberation of wireless communication market in

Palestine enhanced the awareness towards management importance of risk
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during the last few years. However, evaluation of adopted risk management
process and activities showed that related processes still immature and
largely depends on self-experience. Furthermore, the reaction towards new
competitor entrance acquires a considerable part of risk management
regardless how that aligned with business management process. Current
risk management process and activities are still immature for many
reasons; competition of wireless communication field in Palestine is recent
to the market. Obstacles by Israeli occupation that affect negatively the
Palestinian companies' strategies and plans are another reason for the
process immaturity; there are unclear political restrictions towards new
equipment entrance to Palestinian side, beside other restrictions towards
adopting new technologies and using frequency spectrum for wireless
communication. Finally; most of the time, Palestinian wireless operators
react to Israeli providers, who are competing illegally and providing
wireless services to Palestinian subscribers without respect to international
agreements. On the other hand; it was noticed that Palestinian wireless
operators are providing best efforts to achieve effective risk management
process as a driver of sustainable development of their services. For this
reason, they started adopting risk management aspects among their

employees in all levels to achieve the goal.
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5.2 Customers' Perception Analysis (Questionnaire):

After finishing the step of understanding current risk management
practices of wireless communication companies in Palestine, the next step
was to evaluate customers feeling about their operators based on customers'
perception by using quantitative survey (see appendix-B). Customers churn
considered as a main risk factor on wireless operators [160], so
understanding their needs is very important for customer retention and thus
operators will control this kind of risk. Researcher adopted many closed-
ended questions in the questionnaire distributed among the sample size.
Customers filled their feeling, opinion and perception of each question
using a five-points likert scale to rate their level of agreement or

disagreement (1-extremely agree and 5- extremely disagree).

5.2.1 Statistical Method:

The data collected by means of the structured questionnaire was
captured using Microsoft© Excel©. Analysis was carried out on all the
valid data to determine the response rate and then, to understand customers'

perception by analyzing statements in the questionnaire (see appendix-B).
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5.2.2 Response Rate:

The researcher selected the sample for the survey from current users
of mobile communication companies. The data were collected by self -
report questionnaires from several universities in Palestine. For data
collection purpose, 800 questionnaires were distributed among students.

Collected data was gathered from customers from February to March 2014.

The total response received was 360 from a sample of 800, which
equates to 45%. After discarding the spoilt questionnaires or those with
random repeated answers, a total of 290 were found usable for analysis. A
valid response of 36.25% is an acceptable response rate for this type of

survey [30].

5.2.3 Analysis of questionnaire:

It is a main issue to check the reliability of data before starting data
analysis step in order to determine the credibility of analysis outcomes.
Reliability checks whether or not respondents’ selection for any indicator
tends to be related to their selection for the other indicators [256]. The
questionnaire was tested by fifteen participants to find out if it was
understood easily or it needs more clarifications. They were asked to
answer the research's questionnaire and check if any vague or confusing
questions are found. Based on that, few comments have been reported and
accordingly, the questionnaire was updated to be at the final state as in the

appendix-B. The questions of scale have been translated from English to
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Arabic by the researcher and approved by an academic interpreter.
Supervisor of this research approved the final questionnaire's statements.
Moreover, to validate Questionnaire's results, researcher adopted last
option in question number (three) to validate answer on question number
(two). The viewpoint of both Palestinian wireless operators and customers'

perceptions enriched the discussion and strengthened research validity.

5.2.3.1 Respondents' Characteristics (demographic):

Demographic characteristics of customers who respond to this
questionnaire are summarized as follows. Gender composition is roughly
half and half with 49.4 % of men and 50.6 % of women as in the table-6

below.

Table (6): Respondents' Gender.

Gender Frequency Percentage (%)
Male 143 49.4
Female 147 50.6

Total 290 100%

This further implies that there was a good representation of both
genders in the sample due to well distribution among customers. With
regards to respondents' age, table -7 indicates that most of them were

between 20 and 25 years constituting 84.8 %.
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Table (7): Ages of Respondents.

Age Frequency Percentage (%)
Below 20 Years 20 6.9

20 to 25 Years 246 84.8

25to 30 Years 24 8.3

Total 290 100%

With regards to academic status, table-8 depicts respondents' level of

education. Most of them are students of Bachelor's degree 87.7 %. The rest

are representing 12.3 %.

Table (8): Respondents' Education.

Education level Frequency Percentage (%)
Bachelor's degree 254 87.7
Master's degree 36 12.3

Total 290 100%

Findings from demographic data revealed that the length of wireless

service usage appeared to be, more than 46 % of the total respondents have

used their mobile phones for more than 5 years. This is a good indicator

which means that they are familiar with the provided services from their

wireless operators. Thus, their responses and feedback are valid and very

important. Detailed results about length of usage are shown in table-9.

Table (9): Respondents' Length of Usage.

Length of usage (years) Frequency Percentage (%)
Less than 1 year 12 4.1

1 to 2 years 17 5.8

2 to 3 years 29 10

3 to 4 years 42 14.5

4 to 5 years 55 19

More than 5 years 135 46.6

Total 290 100%
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5.2.3.2 Questionnaire Statements Analysis:

Statements in this section of the survey consist of seven questions

(see Appendix-B) aimed to and understand and confirm three main topics

as below:

1-  Customer Feedback and requirements.

2-  Priority of customers' voice.

3- Customers' opinion about their satisfaction.

In regards to questionnaires' results; Researcher found that around of
60 % of customers agreed that their Palestinian wireless operators respect
and care about them. Table-10 below represents more details about the

related question which is "operator you belong to cares about customers".

Table (10): Customer care

Operators Care about Frequency Percentage (%)
customers

Extremely agree 36 12.3
Agree 138 47.5
Neutral 53 18.5
Disagree 45 154
Extremely Disagree 18 6.3

Total 290 100%

In addition, More than 54 % of customers confirmed that their
Palestinian wireless operators have noticeable efforts to understand their

needs and requirements. Distribution of responses about related question
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"Your operator provides efforts to understand your needs?" was

represented as in the table -11 below:

Table (11): Customers' Requirement Understanding.

Operators provide efforts to Frequency Percentage (%)
understand customers' needs

Extremely agree 25 8.6
Agree 135 46.3
Neutral 54 18.5
Disagree 62 21.6
Extremely Disagree 14 5

Total 290 100%

However, 46.6 % of customers said that their Palestinian wireless

operators take their opinion and feedback in the consideration. Table -12

contains details about this question "Your operator takes your opinion as a

feedback to improve its services?"

Table (12): Customers' feedback.

Operators Take a feedback from Frequency | Percentage (%)
their customers

Extremely agree 18 6.3

Agree 118 40.3
Neutral 62 214
Disagree 71 24.6
Extremely Disagree 21 7.4

Total 290 100%

Based on these findings and related to the second wanted topic from

the questionnaire which is "understanding priority of customers' voice";

41.3 % of customers revealed that their expectations are met and fulfilled
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by their operators, and received services from operators are satisfying them

while, 44 % of them didn’t agree on that. More details appear in table -13.

Table (13): Customers' Expectations.

Operators met your Frequency Percentage (%)
expectation

Extremely agree 18 6.3

Agree 101 35
Neutral 43 15
Disagree 118 40.3
Extremely Disagree 10 34

Total 290 100%

Researcher aimed by this Survey (questionnaire) to find also
priorities of customers' voice. Based on gathered results, Customers' voice

rank is shown in table -14.

Table (14): Customers' voice rank

Customers' voice rank Frequency | Percentage (%)
Lower cost 135 46.3
Better quality of service 80 27.7
Quick customer complaint handling 21 7.4
Better customer care 18 6.3
Nothing Will enforce me to Switch 36 12.3

Total 290 100%

Depending on the survey's results, the researcher noted that around
12.3 % of customers are satisfied with their operators as they confirmed.
Thus they will not switch their current operators. Remaining customers
87.7 % explained their desired to switch their operators. Table 14
represents main reasons that most of customers seek to be loyal to their

operator or to switch. Most of customers prefer operators who offer lower
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service's price and then they consider quality of received services. Quick
handling customers problem and customer care are at the lower rank based

on opinion of Palestinian wireless communication's customers.

Figure below represents the above statements.

Customers' voice rank

B Lowercost
B Better quality of service

» Quick customer complaint
handling

B Befter customar care

Figure (14): Customers' voice rank.

The third required objective or topic from the distributed
questionnaires was to know the customers' opinion about their tendency to
switch their operators. Around 53 % of customers said that they tend to
switch their current operator while, 20 % of them will not switch. These

percentages and other details were represented in table -15.
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Customers tend to Switch Frequency Percentage (%)
Extremely agree 64 22

Agree 89 30.8
Neutral 80 275
Disagree 54 18.5
Extremely Disagree 3 1.2

Total 290 100%

When customers were asked about their satisfaction level about the
provided services from their current operator; around 52 % of customers

mentioned that they are satisfied while, 20 % of them are not. Customers'

satisfaction levels were shown in table -16.

Table (16): Customers' satisfaction levels.

Customers satisfaction level Frequency Percentage (%)
Very Satisfied 33 11.2
Satisfied 118 40.7
Neutral 81 28
Dissatisfied 37 12.7

Very Dissatisfied 21 7.4

Total 290 100%

As a conclusion of the questionnaire analysis, Findings can be
summarized as follows. Customers in Palestinian wireless operators still
expect high level of services in terms of quality and price. High
expectations of Palestinian customers have not been affected even of
special conditions and limitations in Palestine due to obstacles imposed by
Israeli occupation. Moreover, Palestinian customers maximize their
expectations by comparing between Israeli providers and Palestinian

providers even, Israeli providers are considered as illegal competitors and
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those providers have no limitations such as Palestinian providers.
Palestinian wireless operators must tend to enhance their services to
eliminate gap between actual perceived service and customers’
expectations. Thus, operators will keep customers' loyalty and avoid the
main risk imposed by customers switching factor. Deep discussions of
these analyses will be presented in the next chapter in this research at

chapter number six.
5.3 Summary:

In this chapter, analysis of the empirical research was represented ,
starting with the design of a structured questionnaire consisting of
demographic data and seven statements to be rated in terms of intensity on
a five-point Likert scale and then analyzing the responses received. Based
on the results of the analysis, conclusions were drawn, some of which are

presented in this chapter and will be discussed further in the next chapter.

This chapter reports the analysis of interviews and the survey
conducted by means of questionnaires, which were sent to customers of

Palestinian wireless mobile operators (Jawwal & Wataniya).

The obtained results are analyzed and some conclusions are
formulated to help with the complete discussion to develop a risk
management model. This model will be presented in details in the next

chapter at chapter number Six.
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Chapter Six
Data Discussion
6.0 Overview
6.1 Interviews' Results Discussion
6.2 Questionnaires' Results Discussion
6.4 Proposed Risk Management Model

6.5 Proposed Model Validity
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Chapter Six
Data Discussion
6.0 Overview:

The last step in this research is taking inputs from data analysis, and
discussing them to finally create recommendations to develop a model for
risk management in Palestinian wireless communication operators. A list of
success factors for risk management as discovered through the interviews

was included in the developed model for risk management.

This chapter involves three parts; the first part is about the discussion
of analysis obtained from interviews and questionnaires, the second part
shows the developed and proposed risk management process, and the final
one explains elements of the developed model and diagram of risk

management.
6.1 Interviews' Results Discussion:

All obtained results from respondents during interviews will be
discussed here to benefit from current practices in risk management and to

be developed for proposed one.
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6.1.1 Risk Management Identification:

Based on results from respondents; it was found that, their
definitions for risk and risk management are similar to what is said and
presented in the literature, that defined risk management as a discipline or
system required to minimise the impact and cost to the organisation, in
dealing with risks to which we are exposed, in a manner consistent with

gaining our business goals [12].

To understand risk management, it is very important to know very
well the objectives of the operator. One of the objectives for Palestinian
wireless operators directed to maximize their market share. To achieve that,
the number of their customers must be increased continuously. They must
have a considerable effort in convincing customers to stay with them.
Losing ownership of the customer was ranked as the number one risk in
recent years and retains its top ranking [160]. The main risks that face
mobile operators in this high competitive business environment are how to
attract new subscribers and keeping the existing ones, especially young
subscribers [179]. The effect of losing customers or their switching could
be detriment on revenues and service continuity [11]. Therefore, to control
and overcome this risk in a high dynamic competitive environment,
Palestinian wireless operators should develop many strategies to respond to

consumers’ switching cost.



166

The analysis of results explained that customer loss can be handled
and controlled by loyalty programs provided by operators with their

services diversification. All of that will help in customer retention.

6.1.2 Risk Management Strategies:

For any business, strategies must be reviewed and updated
periodically to keep successful growth. The role of the risk management
function should include a policy and strategy for risk management [8].
Also, the business and corporate risk registers must be reviewed formally
and updated annually as a part of the planning process in the corporate
[12]. Based on interviews' analysis and as respondents revealed during
interviews, risk strategies still immature in Palestinian wireless operators.
So, the researcher recommends enhancing and improving them to be more
documented and to be dependent on a reliable database. Costs and other
effective factors must be taken into account when the preferred treatment
strategy is selected [13]. Moreover, the key to successful risk assumption is
allocating the required resources to overcome a risk, with some of specific

management actions that may occur [18].

Activities of risk management in Palestinian wireless operators are
updated in specific functions and departments but not in general for a
company as a whole. Thus, a suggestion created by the researcher is to
develop those updated process to be involved in the company as a whole

and to be done frequently.
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That is an important consideration during risk management activities
to ensure that risk remains under control and accepted level [13]. All
respondents agreed on the general treatment options that must be
considered to handle the risk during the business strategy. Those are as in

the following;:

. Avoid the risk.

. Transfer the risk.

. Share the risk.

. Mitigate the risk.

. Accept the risk.

6.1.3 Risk Management Activities:

Depending on the size of the organization, the risk management
function may vary in range from a single risk champion, a part time risk
manager, to a full scale risk management directorate [13]. Firstly,
interviews revealed that, there is no specific section in their companies for
risk management in general. But, there is an assigned committee in some
departments to be responsible about risk management activities. Moreover,
in regards to findings obtained from interviews, researcher noted that, there
1s no key person assigned for risk management in the respondents'

companies.
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Findings from interviews revealed various detailed activities for risk
management based on their related departments and responsibilities, but
most of respondents stated the same general risk management frame or
model. They started with risk identification then they quantify and assess
the risk to prepare the suitable treatment action or strategy. After that,
control actions are applied. To confirm that risk is controlled very well,
they keep monitoring and evaluation. Researcher noted that, some of steps
are depending on their experience and do not rely on specific techniques,
while other steps are immature like getting feedback, documentation and

periodically updating for those process and activities.

Even, each business unit must assign an officer to work as a central
point for coordination and communication of risk identification, evaluation
and awareness training and risk management assurance [12]. Comparing
that with findings which obtained from interviews, researcher noted that,
there is no key person assigned for risk management in the respondents'
companies. Thus, researcher suggests the following which must be

included as a role of risk management function:

. Having policy and strategy for risk management.

. Key person response for risk management at both of strategic and

operational level [§].

Thus, based on best practices to manage the risk in Palestinian

wireless operators, researcher noted from interviews that, operators need to
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improve their risk management activities to be mature and to be not
depending only on the experience. Also, they must get a potential feedback
from their customers to understand closely their requirements and then to
satisfy them. As a result, operators will prevent their market share.
Moreover, documentation issue for risk management activities is very
important to be considered and to create a reliable database to help in that

issue. They must update all of those activities periodically.

An 1mportant reason for having sound risk management
documentation is to help in the business risk assessments because the
documentation is a good baseline for that. It is strongly recommended by
researcher to evaluate all activities which included in risk management
because related to literature review; evaluators who assess selected risk
handling options may use the following criteria as a starting point for this
task: "Does the selected option effectively reduce business risk to an

accepted level?" [16].

6.1.4 Success factors in Risk Management:

The researcher believes that, the role of the risk management
function should include building a culture within the organization by
appropriate education about risk management [8]. Moreover, the scope of
risk management activities will encompass risk management training for all
employees in different levels [12] because; well trained and helpful

employees can also provide positive switching barriers [187]. So, operators
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must keep all employees in different levels in the company with a wide and
general knowledge about risks and how they can deal with them to keep
consequences under control or to eliminate them. Moreover,
communication skills are considered very important to satisfy customers
and creating a good relationship with them. So, special training and
programs must be attended to improve this ability among employees
because a communication skill is one of attributes that the image of the

operator depends on.

As stated by the National Research Council, it is a meaningless value
to do risk management functions if you cannot be properly shared the
generated information with participants both outside and within the
business [14]. Also, as other authors said that; the role of the risk
management function should include preparing reports on risk for the
organization's executive [8]. At the same time, operators should understand
how importance of the feedback from customers during risk management
process. Finally, as researcher suggests and confirms that, high
commitment of both management and team to risk management activities is

an additional factor for risk management success.

6.1.5 Customers' Relationships:

The main risks that face mobile operators in this high competitive
business environment are how to attract new subscribers and keeping the

existing ones, especially young subscribers [179]. Losing ownership of the
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customer was ranked as the number one risk that may face any wireless

communication operators [160].

Therefore, as revealed by respondents during interviews, it is a big
challenging issue for operators to stay alive and gain the market share by
making their customers more loyal to them. So, it was concluded and
suggested from results that enhancing customers' trust will help in creating
good relationships with them. Based on literature review, trust is a critical
factor to build and maintain relationships between customers and providers
[119] and it is found as one of the main factor for building relationship
commitment and customer loyalty [57, 84, 85]. Trust can also reduce the
risk facing a customer during the process of creating exchange
relationships [84]. Moreover, customer loyalty must be controlled and
considered during risk management process to keep the organization's main
goals and to create strong relationship with customers. Operators' image
will help to make this relationship with customers a very strong one. It is
recommended based on analysis result to achieve customer retention by
applying any of the following two ways. The first is by extending the
contract with the supplier by the customer over a specified period of time
or by subsequent purchases. The second is by customer intention to make
future purchases from the provider [165, 166]. However, perceived value,
quality and trust are found to have a significant positive impact on the

loyalty of the customers [140]. Therefore, all mobile providers must create
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customer commitment by providing service to their customers with a high

good quality.

Moreover, results investigated the factors that cause mobile phone
customers to change from being loyal to switching, such as price, service
quality, switching costs, etc. Among those factors, price is the most
important factor which affects the customers to switch loyalties to another
provider [88, 159]. Besides that, operators should deal carefully and
directly with consumers' complaints to reduce the chance of the negative
behavior that may occur accordingly, such as bad-word of mouth,
complaints to others, and switching to the competitors [156, 157]. At the
same time, customer relation management (CRM) topic as revealed during
interviews still immature, it was in process and need to be developed in
Palestinian wireless operators. So based on results, it is strongly
recommended to develop, update and moderate this topic and strongly

invest in this issue.

Furthermore, wireless operators are losing 2-4 percent of their
customers monthly; who cause millions of lost revenue and profit.
Therefore, implementing E-CRM can help to provide services based on
customers' need [45]. Thus as a brief conclusion, operators should create
long customer relationships depending on many factors that they must
understand and follow like as examples, trust, image, customer loyalty,

quality, price, complaints handling and E-CRM.
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6.1.6 Risk Management Tools and Indicators:

The key of risk monitoring process is to establish indicators which
help in evaluating the operator status by managers and other key personnel.
Indicators should be designed to provide early alarming of potential
problems to allow fast management actions. As respondents agreed during
interviews that their operators must evaluate and monitor periodically risks
which are determined as acceptable to ensure that it remains under control
and accepted level. They do that based on risk registers or sometimes based

on historical data base.

Researcher recommends many techniques to be used during
evaluation and identification of risk activities. Some of those techniques are
What If Technique and the Next Accident Assessment. Both of them are
explained in details in chapter number two in this research. In addition,
effective complaints receiving activity will be a good indicator about
customer tendency if they tend to switch or not. Based on literature review,
handling customers' complaints is an important factor to satisfy customers

and to solve their problems.

Customer relation has evolved since 1960s to become nowadays a
customer relations department after it was previously regarded only as a
customer complaints management section [53, 54]. Therefore, a company
must ensure their customers loyalty by effective complaint handling

procedures to reduce the desire for customer defection [61]. Moreover, the
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third party like consultants could help in this issue based on their long

experience in this field. To monitor risk management results and to

evaluate if risk management effectively reduces or eliminates the bad

impact of risk. The following two methods are recommended by researcher

[16]:

Earned value (EV) which uses standard cost/schedule formula to
assess a business's cost performance (and give a pointer to the
schedule performance) in an integrated fashion. Thus, you can by
that determine if risk handling actions are achieving their planned

results.

Technical performance measurement (TPM) is a product design
evaluation, which evaluates the values of important and primary
performance parameters of the existing design as affected by risk
handling process. That evaluation occurs through engineering
analysis and tests. Finally, researcher agrees that, to get an effective
monitoring for the performance of selected risk handling approaches
and developing new risk assessments; the person who is responsible
for risk management needs to have a good-defined test and
evaluation process. This is often considered a key factor in risk

monitoring process.

The important concept in risk management is the awareness and

continuous study with good knowledge of wide risk areas [15].
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6.1.7 Obstacles of Risk Management:

Innovation is considered as the lifeblood of the mobile field as
respondents said during interviews. In fact, mobile phones will be the
dominant internet access device by 2013. By then, there will be around

1.82 billion smart phones and browser-equipped devices, besides 1.78

billion PCs. [72].

The key benefit of used technology in services is the possibility to
personalize and customize [109]. This will make the customer have a
feeling of being special and thus, he or she will be targeted directly by a
company. The advantage of technology use regarding loyalty for a
company is that huge amount of data about the behavior of customers
which are collected. Data offers the opportunity to know good information
about the customers in general and use this knowledge for building
customer long time relationship with the loyalty and thus avoiding the risk
that may come from this factor [221]. Technological changes have moved

competition from price or core service to value-added services [222].

Palestinian wireless operators suffer from occupation's regulation
and constrains which cause in technical problems. Wireless technologies
are not up to date and the required equipment needs the permission from
Israeli part to be imported to the Palestinian side. Obstacles by Israeli
occupation affect negatively the Palestinian companies' strategies and

plans. There are unclear political restrictions towards new equipment
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entrance to Palestinian side, beside other restrictions towards adopting new

technologies and using frequency spectrum for wireless communication.

Thus, researcher believes and suggests that Palestinian wireless
operators must overcome all of these obstacles by effective resources
utilization and to produce the best of high quality services within the
available technology. In addition, all respondents explained how much
illegal competitive from Israeli operators and unfair occupation's
regulations can affect negatively on Palestinian operators. Many times,
strategic plans and activities are changed accordingly to overcome arising
problems from that. Interviews' results confirmed that surrounded
environment specially the competitive one and economical scale changes
are significant key factors that must be considered to keep business growth
and survivals. That can be handled by good customer relationship strategies
and providing suitable offers with high quality of services to keep the

market share and react with the competition from other operators.

6.2 Questionnaires' Results Discussion:

Evaluation of customers feeling about their operators is a very
important issue to understand their requirements to be then customized. All
of that is very important to avoid customers churn which is considered as a
main risk factor on wireless operators [160]. Results obtained from
Palestinian wireless operators and customers' perceptions enriched the

discussion and strengthened research validity.
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6.2.1 Respondents' characteristics Discussion:

It 1s noticeable from questionnaires distribution that gender
composition is fairly mixed which further implies that there was a good
representation of both genders in the sample due to well distribution among
customers. Youthful customers represented 84.8% of the valid and
accepted responses, with around 88% of them are students of bachelor's
degree. Those are really the heavy users who potentially understand the
pace of communication progress and its rapid growth. Moreover, it is good
to take the feedback and opinion from the experienced customers who
really deal with operators for a long time and thus they are familiar with the
provided services and understand exactly what they need as a high priority
of their requirements. So, more than 46% of total respondents have used

their mobile phones for more than five years.

6.2.2 Questionnaires' statements Discussion:

Some of interviews' questions were to check if operators take a
feedback from their customers and if they really understand their
requirements. In addition, interviews aimed to know how operators see and
evaluate their customers' satisfaction level. All of that were double checked
by questionnaires' questions. Those will be confirmed and discussed based
on questionnaires findings as below. All of Palestinian wireless operators
believe that their customers are satisfied with their services. Here is also the

same confirmation obtained from customers during the survey. Around
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52% of customers mentioned that they are satisfied with provided services

from their operators.

In regards to findings from questionnaires, question number five and
number six revealed that, more than 54% of customers confirmed that their
Palestinian wireless operators have noticeable efforts to understand their
needs and 46.6% of customers agreed that operators take their opinion and
feedback in the consideration. Moreover, question number one showed us
that around 60% of customers agreed that their operators respect and care
about them. Thus, as a result, more than 41% of customers stated by
question number four that, their expectations are met and fulfilled by their

operators, and received services are satisfying them.

Important thing that operators must understand carefully is that, their
customers tend to switch to another better operator (around 53%) based on
question number two. They will switch to another operator according to
question number three, if they found lower cost (46%) or better quality of
services (28%). Thus, the researcher advices both of Palestinian wireless
operators to concentrate more and more on reducing the cost of calls' tariff
to achieve the customers' desire of having the lower cost and offer. Also, at
the same time, providing a good quality of services is a core issue for
operators to keep their market share and to gain their customers retention.
Researcher suggests to understand deeply what customers need and to have

a clear communication channels with those customers by a good
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communication skills to meet customers' expectation and to avoid their loss
which is not accepted at all because, it i1s considered as a main risk in

wireless operators as cited before in this research.

Around 53% of customers tend to switch their operator as revealed in
question number (two), but 52% of them are satisfied based on question
number (seven) findings. The explanation of that is, most of them are
satisfied based on their opinion depending on the current condition and
situation but generally, if they find any better services, then they will
switch. Researcher understands that, customers are currently happy with
their operators but their operators must provide a noticeable effort to keep
their customers loyalty and happiness to prevent any possible switching in
the future, and to understand their voice and requirements based on
question number three. Moreover, Based on analysis of question number
(two), around 20 % of customers haven't any tendency to be switched.
While only 12.3% of them who really don't think about changing their
current operators based on result of question number three. Researcher
understands from that, 12.3% of customers are absolutely support received
services from operators and they are strong loyal customers, but the
remaining 8% of 20% of customers will switch their operators in future

when they find any better price or quality in general.

Based on that, it is suggested strongly applying effective plans and

strategies for customers' switch barriers concept. Also, operators need to
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gain their market share by keeping their customers very loyal to them.
Moreover, documentations of customers' feedback are very important to
understand customers' need and to avoid their risk that will face Palestinian

wireless operators due to customer churn.

6.3 Proposed Risk Management Process:

Risk management process is formulated based on literature reviews
and empirical data outcomes obtained from both wireless operators and
their customers. It has evolved to make it user friendly. Based on the
analysis and discussion of questionnaires and interviews, it can be
concluded that Palestinian wireless operators must manage the risks
associated with the wireless communication field. So, to be able to manage
risk effectively, Palestinian wireless operators require a developed risk
management process and model to meet the specific needs of the
communication field. It is further recommended that those operators in
Palestine implement a risk management process and model. It can be
concluded from the analysis conducted and discussed in this research that,

the following objectives have been achieved:

o To conduct interviews to determine those risks that should, from

managers' perspective, be managed.

o To draw conclusions from the empirical analysis of the data

underpinning the risk management model, and to make
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recommendations regarding its implementation by Palestinian

wireless operators.

To reduce risk, clarity is needed regarding where the risks are and to
obtain choices or strategies to tackle those risks. The process of risk

management is shown below.

o The objectives of each operator must be clear for all departments and
employees.
o Identify all possible risks and all potential sources of risks.

o Well trained employees will help in that.

o Determine the probability of occurrence (P) and ability to detect
risks (D).
o Estimate the financial and performance impact (Severity).
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o Use risk assessment matrix based on {Severity (S) and probability

(P)}.
o Calculate the Expected value = S*P.
o Calculate Risk Priority Number (RPN) = S*P*D.

o Determine the most significant risk in order of highest value of the

above calculation.

o Decide based on that which risks are significant to the wireless
operator.

o Find out the causes of those significant risks.

o Use one of the following techniques: {What if analysis or Next

Accident assessment}.

o Refer to historical data or professional documents in this topic.
o Develop and decide on a strategy to handle and reduce the possible

damage of the risk (Mitigate Transfer Avoid Share Accept).

o Develop contingency plans _ just in case to be implemented if risk

occurs even preventive process and activities have been applied.
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o Resources allocation.

o Implement the selected strategy.

o Manage activities and process involved by selected strategy.

o Change management.

o Monitor and re-evaluate the risk with its severity by using {KPIs,

TPM, Economical scales and Complaints}.

o Update Risk management plans for any future changes or new risks.

o Apply documentation and reporting.

o Refer to customer feedback and received complaints and then update

step number four.

o Update step number two frequently based on this step.

6.4 Proposed Risk Management Model:

As stated previously in this research that, its primary objective is to
develop a risk management model for Palestinian wireless operators that

will enable them to manage associated risks by means of risk identification,
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risk assessment, risk response development and risk response control. In

this section, the proposed model will be shown and briefly discussed.

Risk management models can be constructed in various ways, for
example using flow diagrams, mathematical models or simple means such
as tables and spreadsheets. The model proposed as part of this research will
be kept simple and will be presented using flow diagrams format. Any
operator then has the opportunity to select only those risk items that are
identified for this operator at any particular point in time. In the following,

the risk management model will be shown.
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Figure (15): Proposed Risk Management Model for Palestinian Wireless Operators.
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6.5 Proposed Model Validity:

For the purpose of research result validation, the researcher returned
back to Palestinian wireless communication experts, to evaluate the
proposed model for risk management and how it is suitable for them in
Palestine. Four experts has been selected for this purpose, all of them were
among the eight experts whom met during Interviews. Those experts
accepted the proposed model, and mentioned that it is suitable for them.
They added that it is easy to be understood and flexible to accommodate
their ambitions. They accepted detailed process and believed benefits
arising from this model. In addition, they agreed to start thinking about

employees' training and to create more efficient documentations.
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Chapter Seven
Conclusions and Recommendations
7.0 Overview:

This chapter examines the study's findings in relation to the research
objective. The purpose of this chapter is to draw conclusions from the
literature review and empirical research before it addresses the main
objective of this research which is the development of the risk management
model. It also contains the suggestions, recommendations and possible
future research. Contributions of this research to the body of knowledge
and practice are also addressed. This is followed by a review of the
research’s limitations and difficulties. With this in mind the chapter is
structured along three main topics. Firstly, the introduction will briefly
review the research objectives that have been achieved. Secondly, the main
findings from the literature review and the empirical research are reviewed.
Thirdly, the contribution to the body of knowledge and to the wireless
operator in Palestine is briefly discussed with some directions for future
research. As indicated at the beginning of this research, the main goal of
this research is to develop a risk management model for Palestinian
wireless operators. To achieve the main goal, the following objectives have

been set:
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o To explore relevant existing theories and approaches related to risk
and risk management and control, as they affect mobile businesses in

general.

o To analyze and study the main risks that face mobile companies in

Palestine which involves some of the following:

- Immaturity of customer loyalty.

- Constraints of new technology providing.

- Difficult environment conditions.

o To study the existing risk management practices in the Palestinian

communication companies.

J Build up a comprehensive system for the risk management based on
literature findings, current Palestinian practices and research's

outcomes.

This research explored risk management, an area of theoretical
knowledge and professional practice in Palestinian wireless operators.
Importantly, this research offers a starting point for the better

implementation of risk management by those operators.
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7.1 Research Conclusions:

The research revealed that all Palestinian wireless operators are
required to be more aware of risk management as a strategic plan and
objective. However, the majority of respondents believed that risk
management is very important and they must implement risk management
in their normal practice. This research identified that the levels of
knowledge and development of risk management among Palestinian
wireless operators and their customers in Palestine were low. Analysis
results from this research revealed broad and significant agreement on the

importance of risk management in Palestinian wireless operators.

The findings also showed that, Palestinian wireless operators
implemented risk management activities in very similar ways as suggested
in the literature. Some activities were missed and some others were
immature. This study suggested that, for risk management to be successful
in the business, Palestinian wireless operators must understand and know
their customers' needs and behaviors in-depth, and to involve all employees
in related training. Moreover, feedback from customers is very important to
be included and updated periodically to keep success touch with customers
that will help in satisfying them. In addition, documentation and reporting
must be done professionally and all risk management activities must be

updated and reviewed frequently and periodically. All that is very
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important because wireless communication field is changing radically and

it 1s becoming the nerve of the life nowadays.

The research consisted of two parts; the first part was a study of the
current risk management practice of wireless operators in Palestine, while
the second part was concerned with a customers' perception and feeling
about their Palestinian wireless operators and their priorities with
requirements. The final step was to recommend a development risk

management model for Palestinian wireless operators.

Generally, it is concluded that current risk management concept is
still immature for many reasons; competition of Palestinian wireless
communication operators is recent to the market. Obstacles by Israeli
occupation that affect negatively the Palestinian companies' strategies and
plans are other reasons for the process immaturity. There are unclear
political restrictions towards new equipments entrance to Palestinian side,
beside other restrictions towards adopting new technologies and using
frequency spectrum for wireless communication. Finally; most of the time,
Palestinian wireless operators react to Israeli providers, who are competing
illegally and providing wireless services to Palestinian subscribers without
respect to international agreements. The second part of research is customer
perception analysis that aimed to understand their requirements and their
satisfaction level. Thus, Findings of the questionnaire analysis

demonstrated that Palestinian wireless operators must tend to enhance their
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relationships with customers and their provided services with best offers to
eliminate gap between actual perceived service and customers’
expectations. Therefore, operators must keep customers' loyalty and avoid

the main risk imposed by customers switching factor.

Finally, researcher believed that the proposed risk management
model should be built and successfully implemented by Palestinian
wireless operators. Such model considered evolving of wireless

communication field and compromising of different circumstances.

7.2 Research Implications and Recommendations:

This is the first study of its kind in the wireless communication field
in Palestine. It presents and adds knowledge to the field of risk
management strategy in general. Therefore, this study establishes that
wireless communication companies should continually strive to improve
and maintain good customers' relationships by deploying customers' loyalty
programs based on good understanding of specific customer needs. Based
on research's findings, wireless operators in Palestine did not utilize
databases in a systematic fashion which has specific practice implications.
Those operators need to develop systematized database about customers to
increase customer satisfaction and loyalty. Therefore, they must consider
this issue as a main part in the risk management activity. Moreover,
managers must significantly consider customers' switching barriers when

making their plans or focusing efforts in customer retention.
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Concerning risk management conceptually, the researcher suggests
that operators need to approach risk management activities more
professionally to capitalize on its benefits. If operators fully understood risk
management activities, they would implement it more strategically,
systematically and professionally. The researcher advices Palestinian
operators by this study a very important thing which is a documentation

issue to be included in their main risk management activities.

One of the main obstacles of wireless communication field in
Palestine is related to Israeli occupation. Wireless operators have to
consider another plan to reduce the impact of restrictions by the
occupation. On the other hand, operators have to support every effort aimed
to demonstrate restrictions imposed by Israeli occupation on the Palestinian
wireless communication field in various international hubs. This could be
achieved by supporting related researches and studies that reveal the impact
resulted from the occupation restrictions and obstacles. Risk management
activities must be updated or modified within the wireless operator
periodically. In the other words, the continuous development of the activity
1s vital to sustain future improvement. However, interviewees commented
on the importance of periodic risk management strategies review towards
overall success of the process. Finally; research's results considered
feedback from customers as a trigger towards very well throughput during

continuous iterations.
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7.3 Theoretical Contributions:

This thesis provided significant and potentially influential
contributions to the practical knowledge of risk management in the wireless
communication field in Palestine. It is the first research of risk management
and risks' impacts on Palestinian wireless operators. The following points

allude to some of those research's original and unique contributions.

o This research identified some types of risks that could have an

impact on the Palestinian wireless communication field.

o This research demonstrated for Palestinian operators that lowering
the cost of call's tariff is the most significant factor to keep customers

loyal to them.

o Moreover, this research revealed that it is a very essential action to
update periodically Risk management activities to be more mature

and to concern professionally the customers' feedback.

o This research explained to Palestinian wireless operators how much
1s important to involve all employees in all levels in risk
management wide and general knowledge after training them very

well about that aspect.

. It is discovered by this research that in Palestinian wireless

communication field, a good relationships with customers and
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understanding their needs are a vital thing in establishing their

retention and trust.

o One of the most interesting findings of this study was that risk
management is an important function in maintaining, not only
gaining, customers' loyalty to Palestinian wireless operators because
one of risk management activities is referring to customer feedback
that will help to closely understand their requirements and thus
satisfying them to finally achieve their loyalty which was seen as

highly beneficial to the wireless operators.

. The development of a comprehensive model for risk management
that suits the environment of Palestinian wireless operators as a part

of the Palestinian services industry.

Finally, this thesis has satisfied all the research objectives originally

proposed.

In summary, the research did not only confirm that risk management
had a demonstrable impact on wireless operators' behavior in Palestine, but
also constructed a more nuanced understanding of that aspect, thus
contributing significantly to the existing body of theoretical and practical

knowledge of risk management in Palestine.

7.4 Research Limitations:

This research has some limitations that can be summarized as below:
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Time limitation, the total time available for the research was very
limited. It is difficult to keep on schedule as the planned of the
research work because the researcher maintains full-time
employment while doing the research. Time limitation in researches
and studies is the most commonly cited limitation, and this research
was no exception. With flexible time, contributions from the
respondents would have been greater and the outcomes are more in-
depth. The issue involved hard time management to meet schedules
of both the selected respondents and the researcher. Moreover, as the
researcher was employed full-time as said before during the research,
maintaining timetables became very complicated. However,
implementation required considerable and noticeable efforts and

time.

Interrupted interviews were another kind of limitations. All managers
were very busy with limited time available for interviews.
Consequently, this pressure sometimes affected their concentration

and also the natural flow of interviews may be sometimes affected.

Moreover, interviews have their own intrinsic limitations as well as
advantages. Its advantages were gaining access to core feelings and

thoughts, which was an important issue to obtain deeply the required
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information. However, implementation, particularly transcription,

required considerable time and efforts.

7. 5 Directions for Future Research:

There are many future research issues and topics emerged from this
research and can enrich current findings. It is recommended to have further

investigations in the following areas:

o This research has concentrated on managing risks that are likely to
occur and their impacts on the wireless operators. As the different
fields may be affected differently by the various risks that may
happen and will thus rate the significance differently, it is
recommended that an analysis of the risks in the different fields of

the business in Palestine should be conducted.

o Although this research confirmed that risk management is important
to keep customers’ loyalty to Palestinian wireless operators. Further
research 1s required to develop an in-depth understanding of
customers’ needs, expectations and behaviors and how they might be
induced to strengthen their loyalty towards staff and Palestinian

operators.

. The influence of risk has been documented poorly in Palestinian

operators. However, future research is required to study the real
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advantages of professional documentation on risk management

SUCCEsS.

Specific research about competitions and challenges of wireless
communication in Palestine is recommended. And discussing the
role of Palestinian wireless communication regulator in managing

the risk.

This research found that "Trust" was crucial in wireless
communication field; the researcher recommends a further definition
and exploration of this attribute in those operators. Investigation
would cover the factors influencing trust and its measurement in this

field. Clearly, this would present interesting results.

Further future studies could investigate whether and how risk
management creates competitive advantages in different Palestinian
services sectors. The outcome from this research could provide a
starting point for the development of a general model of best risk

management practice in Palestine.

More research about obstacles by Israeli occupation toward wireless
communication field in Palestine, and how it can impact this

business performance and overall economy in Palestine.
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From a methodological point of view, data in this research were
obtained from universities' students. It would be useful to obtain a

broader sample of respondents in future studies.

New research to investigate characteristics of the customer loyalty
factors, and how it can impact development of risk management in

Palestinian wireless operators.

It is necessary to do an empirical research to understand deeply
customer relationship management within an internet or e-commerce

context.

Specific research about trends of wireless communication field in

Palestine during the coming 10 years.
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Appendix- A

Interview's Questions for Managerial level In Mobile Communication

Comp.

1) How do you define Risk and Risk Management (R.M) from your

experience and perspective?

1.1) how important is R.M to your Comp.?

2) Does your Comp. have a clear strategy to deal with different types of

risk?

2.1) which treatment strategy your Comp. follow to manage risk?

2.2) Does your Comp. take the cost into account when it selects the

preferred treatment options?

2.3) Does your Comp. allocate the required resources to handle risk based

on strategy or treatment option that be selected?

3) Is there a specific office or section in your Comp. for R.M activities?

4) Does your Comp. have a key person for R.M?

5) Does your Comp. train employees for R.M aspects?

6) Are the goals and objectives of the Comp. very well known and

identified?
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7) Do you agree that communication skills of the employee are important

attribute of the company image?

8) How does your company define and recognize the list of different types

of risks? Is it periodic activity?

8.1) State common risks your Comp. encounters during risk definition?

8.2) What is the main risk that considered by your Comp. when identifying

the risk?

8.3) Does your Comp. have good business strategies to overcome this main

considered risk?

9) What are the involved activities that your Company follows to deal and

manage the risk that face mobile communication field?

9.1) Do these activities effectively reduce the risk to the acceptable level?

10) What are the indicators that your Comp. follows to determine and to

evaluate risk?

11) are risk strategies evaluated, reviewed and updated formally and

periodically?

12) does your Comp. document the reason of risk and report clear decision

about the risk?
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12.1) does your Comp. refer to these documentations (if any) for further

risk assessment?

13) does your company get a feedback from its customers during defining

the risk?

14) how can your company build a good relationship in order to retain

existing customers and to keep their loyalty?

15) Is your company concerned with Appling new technology to its

customers? do you consider not up-to-date technologies as a risk?

16) does your company prefer winning new customer, or caring for current

customers as a top priority?

17) does your company have an Electronic Customer Relation Management

(E-CRM ) to improve provided customer services?

18) does your company have a clear process and specific section to deal

carefully and immediately with customers' complaints?

19) are the competitive environment and economical conditions affect your

Company's strategies and plans? How does it deal with them?

20) how can customer satisfaction with your service quality be described

from your company perspective?
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Very Dissatisfied Dissatisfied Neither Satisfied Very Satisfied
1 2 3 4 5

Thank you for your valuable time you gave to complete this Interview.
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Appendix- B

Questionnaire for Customers Of Mobile Communications

Dear Mobile Operator's Customer:;

Thank you so much for agreeing to participate in this questionnaire. The
purpose of this research is to develop a model for managing the risk in
mobile communication in Palestine. This questionnaire will be used to
gather required information from customers in mobile communication field
in Palestine. Your responses will be treated confidentially and used only for

academic purpose.

Information from this questionnaire will be used to help in writing the
outcome of this thesis about managing risk in mobile networks companies
in Palestine. I am a master's student of An - Najah National University. |
confirm that respondents' anonymity is fully assured and that your

participation in this research is voluntary.
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A: Institutional Information.

1) gender? [ |]Male [ ] Female

2) age group

[ ]below20years [ ]120-25 [ ]125-30

3) education level?

[ ]Bachelor's degree [ ] Master's degree or above.

4) duration of using your operator's services?

[ ]lessthan 1 year

[ 112
[ 1233
[ 13-4
[ 145

[ ] more than 5 years.

B: Questionnaire Statements.

1) The operator you belong to cares about customers.

[ ] Extremelyagree [ Jagree [ ]Neutral [ ]Disagree [ ]

Extremely Disagree.
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2) You have the intention of switching to use a better operator's services.

[ ] Extremelyagree [ ]Jagree [ ]Neutral [ ]Disagree [ ]

Extremely Disagree.

3) I will switch to another operator if I find: (select one of them)

[ ] Better cost (Lower)

[ ] Better quality in the service.

[ ] Better customer care .

[ ] Quick customer complaint handling.

[ ] Nothing will affect my retention to my operator.

4) Received services from your operator met your expectation.

[ ] Extremelyagree [ ]Jagree [ ]Neutral [ ]Disagree [ ]

Extremely Disagree.

5) Your operator provides efforts to understand your needs?

[ ] Extremelyagree [ ]Jagree [ ]Neutral [ ]Disagree [ ]

Extremely Disagree.

6) Your operator takes your opinion as a feedback to improve its services?

[ ] Extremelyagree [ ]Jagree [ ]Neutral [ ]Disagree [ ]

Extremely Disagree.
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7) What is your overall satisfaction with provided services from your

operator? ( Select)

Very Dissatisfied Dissatisfied Neither Satisfied Very Satisfied
1 2 3 4 5

Thank you for your valuable time you gave to complete this Questionnaire.
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